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Two players with common interests exchange information to make a
decision. But they fear scrutiny. Their unencrypted communications
will be observed by another agent with different interests who can ob-
ject to their decision. We show how the players can implement their
ideal decision rule using a back-and-forth conversation. Such a subver-
sive conversation reveals enough information for the players to deter-
mine their best decision but not enough information for the observer
to determine whether the decision was against his interest. Our results
show how conversations can maintain deniability even in the face of
leaks, hacks, and other public exposures.

I. Introduction

People with similar interests need to share information to make a deci-
sion. But their discussions may be observed by other people with different
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interests. Minutes of government meetings are often on the public rec-
ord. Deliberations of corporate boards can be accessible to other stake-
holders. Communications between parties to a merger may be subpoe-
naed by antitrust regulators. Employee messages may be subject to
discovery in lawsuits. Even if communication is private, the chance of ex-
posure always remains. Emails can be hacked, codes can be broken,
firewalls can be breached, and whistleblowers can go public.'

When communication is public or exposure is a concern, does
decision-making suffer? We study this problem of communication under
scrutiny. Two players with private information and common interests
must exchange their information to decide whether to accept a proposal
or not. An uninformed observer with partially opposed interests sees the
players’ messages and decisions. The observer could be a regulator, a su-
pervisor, or the wider public. In some states the players and observer
agree on the best decision, while in other states they do not. The players
want to avoid controversy, protests, or penalties that may be incurred if
the observer believes the decision was against the observer’s interests.

We focus on the possibility of subversion. The players subvert when
they share enough information to take the same ideal decision they
would take in the absence of scrutiny, while concealing enough informa-
tion to maintain plausible deniability that they acted against the observ-
er’s interests. Because of this deniability constraint, the players cannot
immediately reveal their information but must use a back-and-forth con-
versation. As the conversation progresses, they share increasingly de-
tailed information but only once a suitable context has been created by
previous statements. A subversive conversation is an indirect mechanism
that allows the players to get their first-best outcomes even when the con-
versation is, or might become, public.

Consider a committee of two managers evaluating whether to accept
or reject a new mining project that has environmental costs and eco-
nomic benefits. The public (the observer) cares more about the environment
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! Prominent exposures include the leak of Climategate emails by a server breach, the
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than the firm does. Manager X only knows the project’s economic ben-
efit x € {0,1/2,1} while manager Y only knows the environmental cost
y € {0,1/2,1}. The two managers both prefer acceptance if the proj-
ectis good (x > y) or mediocre (x = y), and rejection if it is bad (x < y).
The uninformed public finds bad and mediocre projects equally unde-
sirable and is willing to accept the project if and only if it has at least
an even chance of being good. This gives rise to a deniability constraint
faced by the managers: each time they accept the proposal, the public
must believe the project is at least as likely to be good as not. Priors are
uniform on xand y. Communication is costless.

Figure 1 depicts a conversation that dynamically pools and separates
types, allowing the managers to determine whether the project is truly
bad while concealing from the public whether it is good or mediocre.
If the benefit is medium, manager Xsays so in the first round of this con-
versation, as seen in the upper branch of the tree. Then if the costis high
manager Y rejects the project since it is clearly bad. Otherwise Y accepts
the project. The public learns the project is as likely to be good as not,
while only Y knows whether it is truly good or only mediocre.

If the benefit is low or high then in the first round X passes the conver-
sation over to Yas seen in the lower branch of the tree. If the cost is low
then the projectis either good or mediocre, so Yaccepts it. Only Xknows
the actual quality, but strategically reveals nothing. If instead the cost is
medium or high then Ypasses the conversation back to X. Having learned
that the cost is not low, in the third round Xnow rejects the projectif the

“High cost — reject”
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Fic. 1.—Conversation tree.
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benefit is low since the projectis clearly bad. If instead the benefit is high
then Xaccepts the project. The projectis as likely to be good as mediocre,
but only Y knows which and says nothing further.

By the end of the conversation the managers have pooled all mediocre
and good states in which they want to accept the project, while identify-
ing all bad states in which they want to reject it. Since they take their
ideal decision in each state and achieve their first-best outcome, there
is no incentive to deviate from this strategy. As long as the managers fol-
low the subversive communication protocol, they will meet the deniabil-
ity constraint and any leaks or other disclosure of their exchanges will
not reveal that they knowingly acted against the public interest.

We examine binary decision problems like this one, but with richer in-
formation structures and more general types of conflict between the
players and the observer. Using constructive methods as in figure 1, as
well as a belief-based approach based on Aumann and Hart (1986), we
show that in a wide range of situations the committee can take its favored
decisions via a conversation that is sufficiently informative for them but
conceals enough from the observer. When subversion is possible, it is as
if the committee is free to choose as it pleases.

Subversion is always possible when the choice is between two ex ante
identical alternatives and the impartial observer wants the committee to
pick the better of the two, for example, the choice between two job mar-
ket candidates. Each committee member is informed about the quality
of one candidate and the committee is biased toward a particular candi-
date. Although their information is dispersed, they can use a conversa-
tion to achieve the same ideal outcome in the presence of the observer
as they would under completely private communication. Neither player
reveals all that she knows immediately but instead waits for the right mo-
ment. Initially each player conceals unfavorable news about the likely
rank of the favored candidate, while also waiting to reveal good news in
order to create a favorable context in case her partner has bad news.

This existence result for the case of two ex ante identical alternatives
extends to situations in which the committee’s bias is in favor of the al-
ternative that is ex ante more likely to be better, to cases with correlated
information, and to uncertainty about the magnitude or sign of the bias.
More generally, we study changes to preferences and priors under which
a given conversation remains subversive. These changes identify “invari-
ance” properties of a subversive conversation. They implicitly define a set
of games for which the same conversation is subversive. This robustness
feature lowers the design burden on the committee: it can use the same
conversation across different games and also when the observer is uncer-
tain about the committee’s exact preferences.

Our results imply that accountability and regulatory compliance may
be difficult to ensure, even for transparent organizations. In the leading
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example above, if the managers use a subversive conversation in report-
ing to a leader who shares their preferences, any ex post scrutiny will not
find the latter had reason to stop the project.” This is better than main-
taining deniability by foregoing decision-relevant information from sub-
ordinates, which can lead to inefficient outcomes. Guiding questions that
manage the conversation, or other suitable protocols, can yield plausible
deniability for leadership and still allow them to obtain the information
they need for a decision.?

Hiring and personnel committees are often accused of bias toward
candidates from similar backgrounds. To combat this problem, many in-
stitutions have implemented policies such as documentation of hiring
and promotion explanations and auditing of committee communica-
tions. In addition, antidiscrimination laws exist and committee commu-
nications can be subpoenaed. But our results imply these measures are
unlikely to eliminate biased decisions. Transparency and greater stake-
holder representation on boards are also concerns in the ongoing de-
bate on corporate governance. As long as management controls infor-
mation flows and the deliberative process, stakeholder representation
by itself may not be enough to prevent management interests from being
fully served.

Applied more broadly, the observer in our model could be the general
public when their interests diverge from technocratic experts on a policy
issue such as free trade, COVID, or climate change. Even if open govern-
ment, sunshine laws, and similar regulations force deliberations out from
behind closed doors, careful technocrats can still promote their agenda,
although the form of their communication may become more round-
about.* By controlling the process of information exchange, experts
can manufacture consent and undermine the will of the majority. Viewed
more positively, the ability of experts to engage in fact-based decision-
making is less affected by public interference than might be expected.

* As the White House Counsel said to President George W. Bush regarding enhanced
interrogation techniques, “Mr. President, I think for your own protection you don’t need
to know the details of what’s going on here.” See Garicano and Rayo (2016).

* If organizations face similar decision problems regularly, they have an incentive to de-
sign communication protocols that will work for every realization of the state. To quote
Shannon (1948), “The system must be designed to operate for each possible selection
[of a message], not just the one which will actually be chosen since this is unknown at
the time of design.” It does not matter for our results whether the firm can commit to
its plans. We model them as ex ante plans of action that must be interim incentive compat-
ible (Green and Stokey 2007).

* The convoluted patterns of bureaucratic communication have been satirized in fiction
and film, e.g., in the BBC television sitcom Yes Prime Minister. As the principal character Sir
Humphrey Appleby put it, in an episode titled Official Secrets, “The purpose of minutes is
not to record events; it is to protect people.”
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Similarly, activists organizing under state surveillance can be successful if
they are careful about how they speak.

We assume that the observer hears the unencrypted messages the
players send to each other. In equilibrium, he fully understands the in-
tended meaning of messages in the same way as the players. In practice,
communication may be insecure because encryption might be broken,
or the conversation must be in public and take place in ordinary lan-
guage. Encryption is not necessary for our existence results since, unlike
the cryptography literature, we assume some commonality of interest be-
tween all relevant parties. So our results are relevant to understanding
secure versus insecure communication in many commercial, diplomatic,
and national security contexts in which interests are only partially
opposed.

Subversion requires the “conflict” set C be no larger in measure than
the “agree to accept” set A as in figure 1. This nonnegative slack condition,
Pr[A] > Pr[C], captures a commonality of interest with the observer. It is
obtained by aggregating the deniability constraint the players face each
time they take a decision. Under it, the observer would like to accept the
proposal if all he knows is that the committee wants to accept it, al-
though he may not always agree if he learns the exact reason why the
committee wants to do so. With dispersed information the committee
has to figure out its own reasons publicly, so ex ante commonality of
interest with the observer is not sufficient for subversion. As they share
information to determine whether they want to accept or reject the proj-
ect, the players also need to hide information to maintain nonnegative
slack and preserve the commonality of interest with the observer in every
continuation game generated by the conversation.”

We show that in some games this need to maintain nonnegative slack
will make it impossible for the committee to take its ideal decisions with
positive probability even if it deliberates forever. We call such games “con-
versational dead ends.” A necessary condition for subversion is to avoid a
dead end as a continuation game. A self-similar dead end has the addi-
tional property that the players cannot even communicate any informa-
tion to each other if they are to maintain nonnegative slack. For such a
game, any attempt at subversion results only in continuation games that
are identical to the original game. In the paper we show that for finite
type problems, there are three kinds of self-similar dead ends, each a game
with a binary type space for each player. Any other dead end can be par-
titioned via a conversation into one or more of the three self-similar ones

®> In contrast to our model of communication that is (or may become) public, if the
players could guarantee completely secure communication then ex ante commonality of
interest would be necessary and sufficient for subversion since they could take their ideal
decision without revealing any additional information.
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and so they are the key end games that prevent subversion in larger
games with more types.

To identify necessary and sufficient conditions for the existence of a
subversive conversation, we restrict attention to finite environments with
independent priors and utilize the characterization of bimartingales in
Aumann and Hart (1986). Such a belief-based approach tracks how al-
ternating statements by X and Y generate a bimartingale that describes
updated beliefs on the x or y dimension, respectively, and it has been
used by Forges (1990a) and Aumann and Hart (2003) to show that multi-
round communication can expand the equilibrium set in cheap talk
games. Applying this approach to our problem, we show that if a conver-
sation is subversive its associated bimartingale must converge to a set of
terminal beliefs consistent with subversion. The convergence occurs if
and only if priors lie in (a suitable version of)) the biconvex hull of the
set of subversive terminal beliefs. For a self-similar dead end, subversion
is impossible because the bimartingale will get stuck at the prior, as the
committee must be uninformative if it is to maintain nonnegative slack.

The rest of the paper is organized as follows. Section II sets up the
model. In section III, we construct robust subversive conversations when
there are two ex ante identical choices. We also establish invariance prop-
erties of subversive conversations that can be used to generalize these re-
sults. Section IV investigates the limits of subversion. Conversational dead
ends are described in section IV.A and necessary and sufficient conditions
for existence in section IV.B. Section IV.C discusses the interrelations be-
tween our results. Section V contains the literature review and section VI
contains the concluding remarks. The appendixes contain proofs of re-
sults not contained in the main text as well as additional results.

II. Players, Preferences, and Information

A committee is composed of two players, Xand Y (both “she”). Player X
privately observes x € Sy € R, while player Y privately observes y e
Sy CR. Let s =(x,9) € S = Sx x Sy denote the state of the world. We
assume player types are independent. Let Pand Q denote the cumula-
tive distribution of x and y, respectively, with G = P x Q.

The two players have common interests and face a binary decision to
either accept or reject a proposal. Their common payoff from rejecting
the proposal is normalized to zero, while the payoff from accepting it
equals u(s) € R. Let R be the (measurable) set of states in which the
committee prefers to reject the proposal, thatis, u(s) < 0 for s € R, with
u(s) > 0 otherwise.®

® We assume the players strictly prefer one action or the other in each state in order to
ensure their ideal decision rule is unique. This decision is a collective action taken by the
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The players communicate in discrete time, ¢ = 1, 2, ... If ¢ is odd,
player Xmay take a decision (accept or reject), or she may not (the “null”
decision). She also sends a cheap talk message to the other player. Player Y
does the same when ¢is even. We assume the set of possible messages M
is rich enough to allow each player to reveal any measurable subset
of her types. Let m, € M denote a message sent in round ¢ and d, €
D = {A, R, N} denote, respectively, an accept, reject, or null decision in
round ¢ The game terminates as soon as a player takes a (non-null) deci-
sion and the payoffs of the players are then determined.”

Let m' € M' denote a history of messages, d' € D' a history of deci-
sions, and &' = (m',d') € H' = M' x D' a history, each of length ¢ Let
w, € Q = [0, 1] denote the draw of a uniformly distributed random vari-
able that describes the privately observed randomization by the player
who moves in round ¢ and is independent of randomizations in other
rounds. A protocol £ = {£'} for the committee is defined by the maps
£ =(0,a"):Sx H' x Q— M x D, where §'is measurable with re-
spect to the information of the player who makes a move in round ¢ €
N. The protocol £ has two components, a conversation 0 = {¢'} and an
action plan « = {a'}. In each round ¢, the conversation specifies a (pos-
sibly random) message as a function of the state and history, o' (s, A,
w,;) € M, while the action plan specifies a (possibly random) decision,
a'(s, ', w,) € D. Thus, £ = (0, ) is a behavior strategy profile, with
¢ = (0;, ;) the strategy of player i € {X, Y}.

A protocol £ together with the prior G gives rise to a probability distri-
bution over histories. We will say £ is “almost surely finite” (a.s.-finite) if
it takes all its (non-null) decisions in finite time with probability 1, from
the perspective of each type of each player, thatis, Q-a.s. given any x € Sy
and Pa.s. given any y € Sy. A protocol is finite if it is possible to specify
in advance a round by which it takes all its decisions. We focus on subver-
sions. A subversive protocol must be a.s.-finite and it must implement the
committee’s first-best optimal decision rule:

a(s, " ",w,) = R=>seR,
al(s, ' ',w) =A=>seR =S —R.

committee, although our results extend to some cases of individual decisions taken by each
player, such as problems of pure coordination.

7 We set payoffs to zero if neither player ever takes a decision. Instead of allowing either
player to take the decision unilaterally, we could equally assume a particular player has de-
cision rights, or allow a decision to be taken after both players vote in favor or ratify it, with-
out altering anything substantive.
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Notice it does not matter for our results whether the players can commit
to a subversive protocol or not since neither player has an incentive to
deviate from it.?

As described so far, itis easy to create a subversive protocol. Player Xcan
reveal the value of x to Ywho then knows the state s = (x, y) and can take
the committee-optimal decision. But we suppose that the players face a
constraint. Their conversation and decision will be observed ex post
(i.e., after a decision is taken but before payoffs are realized) by another
agentwho has a conflict of interest with the committee. We call this agent
the observer (“he”). Because of the conflict of interest, the observer may
object to or overrule the committee’s decisions. The players must com-
municate in a manner that ensures the observer never objects. We call
this constraint on the committee the deniability constraint and describe
it now in more detail.

The observer’s payoff when the proposal is rejected is normalized to
zero. His payoff when itis accepted is v(s) = 1 if sbelongs to some (mea-
surable) set A C S, with v(s) = —1 otherwise. So the observer prefers to
accept the proposal if s € A and reject it otherwise. We assume A S R* so
that whenever the observer wants to accept the proposal so does the
committee.” Let C = {A U R}’ denote the conflict zone, the set of states
in which the committee prefers to accept the proposal but the observer
does not. In contrast, the sets A and R denote the acceptance and rejec-
tion zones, where all parties agree on the decision. Since the extensive
form of the communication game will be held fixed throughout, the ac-
ceptance, rejection, and conflict sets together with the priors define a
game ' = {A,C,R; P, Q}.

Fix a game I" and suppose a protocol £ is subversive. The observer will
infer s € R following a decision to reject. In this case all parties agree
that rejection is best, so the observer never objects to such a decision.
But if the committee takes a decision d, = A after some history of com-
munication then the observer learns s € A U C = R‘. So he may object
to the decision if he assigns a large enough likelihood to the event s € C
in which he prefers to reject the proposal.

Let Hi(¢) = {h' e H' | d, = A, d, = N, <t} be the set of tround
histories that can be generated by subversive protocol £ and that termi-
nate in a decision to accept. The observer will not object to the decision
if and only if Pr[A | 2] > 1/2, i' € H{(£). Since in a subversion a deci-
sion to accept leads the observer to infer that s € A U C, we can rewrite
this inequality as

PrlA| K, AUC]>Pr[C| h',AUC], h'e Hi(). (DC)
% Our default assumption is of no commitment and our equilibrium notion is Bayesian

Nash equilibrium.
? We relax this assumption in sec. B3.
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When the committee accepts the proposal after a history 7', the deniabil-
ity constraint (DC) says the observer thinks it is (weakly) more likely that
the true state belongs to A as opposed to C and so he would also prefer
acceptance. '’

DEFINITION. A protocol§ = (o, o) is subversive if it is a.s.-finite and im-
plements the committee’s optimal decision rule while satisfying the deni-
ability constraint (DC). A conversation o is subversive if (o, o) is a subver-
sive protocol for some action plan a.

We close this section with a few remarks. Any history /' generated by a
subversive protocol ¢ defines a continuation game. In this continuation
game, the residual part of A U C, after deleting any states ruled out by %,
may be subsets of R', or even finite, and it may not be possible to use
Bayes’s rule to evaluate (DC). In such cases, we use (generalized) proba-
bility densities to compute posteriors. In addition, a continuum of types
can create measure-theoretic paradoxes that contradict the law of iter-
ated expectations. To rule these out, we impose the following admissibility
restriction on a subversive protocol &: the deniability constraint (DC) must
hold not only for each element of H}(£) but also when we integrate over
all histories that belong to any measurable subset of H}(§).

If a subversive protocol exists, then by the law of iterated expectations,
Pr[A | h'] > Pr[C | I'] after every A’ This implies that we must have
Pr[A] > Pr[C], an ex ante nonnegative slack condition that is necessary for
the committee to be able to subvert. It also implies that the observer has
no incentive to object after histories in which the committee has not yet
made a decision. So if the committee can subvert under ex post scrutiny,
it can also subvert when its deliberations are observed contemporane-
ously. Indeed, we can allow the observer (and not the committee) to have
formal authority over decisions, with the committee simply recommend-
ing a decision.

We have in mind situations in which the observer’s role is passive and
the communication between the players can only be scrutinized after the
fact by the observer. He cannotinfluence the procedural rules of commit-
tee deliberations (e.g., restrict the length of communication, constrain
the message space, or interject). The players are free to design the proce-
dural rules, or these rules are given by tradition. They also have the free-
dom to choose the equilibrium protocol, subject only to the deniability
constraint.'"" This constraint could itself be a primitive of the model. It

' The deniability constraint is similar to the “balance of probabilities” burden of proof

faced by courts in US civil cases. When (DC) is met, the balance of probabilities favors “ac-
quittal,” i.e., allowing the committee to accept the proposal. So the committee will also be
acquitted under the more demanding “reasonable doubt” burden of proof used for crim-
inal trials.

"' In the game in which the observer actively takes decisions, this amounts to selecting the
equilibrium (if one exists) in which the observer accepts the proposal whenever indifferent,
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could arise out of cultural, social, or psychological norms and represent
the players’ own desire to avoid scandal, outrage, or being seen to act
against the public interest.'

III. Constructing Subversions

We begin by considering two benchmark models of natural interest sim-
ilar to the introductory example of figure 1. In the first benchmark, the
committee is biased toward one of the two choices while the observer is
impartial and prefers whichever choice is better. In the second bench-
mark, the observer is biased against one of the two choices while the
committee is impartial and meritocratic. As will become clear, the two mod-
els are not mirror images of each other. For each model we construct a
subversive conversation that allows the committee to take its ideal decision
while meeting deniability. We also show that these conversations need not
change under changes to committee preferences or uncertainty about
them by providing general invariance properties of a subversive conversation.

A.  Biased Committee, Impartial Observer

Let A= L = {(x,9) €S| y< «x} be the set of states in which both the
observer and the committee prefer to accept the project, R € L* the
set of states in which they both prefer to reject it, and C € L* the zone
of conflict in which the committee prefers to accept but the observer
prefers to reject, with R U C = L’. Since the observer prefers whichever
choice is better, but the committee is biased toward one of the two choices,
we call this the biased committee model.

We suppose xand yare iid with common cdf P = @ thatis continuous
and increasing (i.e., invertible). Using a one-to-one transformation of x
and y to their quantiles, we can restrict attention to uniform priors on
S = [0,1]* and interpret quantiles as the actual types. Notice that A = £
in this transformed space and we still have an instance of the biased com-
mittee model. We show later how our results extend to priors that are not
continuous, or identical, or independent. For now, given uniform priors, a
biased committee game I' is fully specified by preferences that pin down
the sets {A, C, R}, with A = L. We have the following result.

and the players implement their ideal decision rule. Other equilibria exist but we focus on
subversive equilibria.

* To understand what can be implemented when the observer (or a social planner) has
full control over communication design, one can use direct, truth-telling mechanisms. But
the revelation principle cannot be used if mechanisms are constrained to limit the amount
of information revealed publicly. We provide one reason for such constraints (namely, de-
niability) and focus on indirect mechanisms that all implement the committee’s optimal
decision rule, identifying the ones that maintain deniability.
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ProrosITION 1. There exists a conversation that is subversive for ev-
ery biased committee game.

Figure 2 illustrates proposition 1. Priors are uniform without loss of
generality. Figure 2A depicts the sets {A, C, R}. Figures 2B-2E describe
a subversive conversation. In round 1 of this conversation, X sends one
of two messages. She says “in” when x € [1/4,3/4] and “out” when x &
[1/4,3/4]. Player Y does the same in round 2: she says “in” when y e
[1/4,3/4] and “out” otherwise. The four elements of the partition of the
state space created by the first two messages are depicted in figures 2B5-2F.

When the two players send different messages in the first two rounds,
the player who said “in” reveals her exact type, following which the other
player takes the committee’s optimal decision. As shown in figures 2Band
2C, the deniability constraint (DC) is met each time the committee ac-
cepts the proposal: the residual measure of A is at least as large as the re-
sidual measure of C, given the observed history of messages, including the
revealed type.

Notice the importance of the history of prior messages that creates a
suitable context before a player can safely take a decision and ensure de-
niability. For instance, if Xrevealed x = 1/4 at the beginning of the con-
versation, (DC) would not be met if Ysubsequently accepted the proposal.
But it is safe for X to reveal such a type after Yreveals y & [1/4, 3/4]. The
same is true for Ywhen she reveals y = 3/4. To ensure deniability, no player
reveals very unfavorable news in the first two rounds of the conversation.
Each player also conceals some favorable news initially in order to compen-
sate for any unfavorable news that may be revealed by her partner later in
the conversation. This gradual process of creating and refining suitable con-
texts creates slack in the deniability constraint where none existed initially.

Figures 2D and 2E depict the two remaining continuation games, when
the first two messages are identical. The residual state space in each game
is itself an instance of the biased committee model, if we paste the com-
ponents together and rescale. We proceed recursively in each of these
two biased committee continuation games by supposing that the conver-
sation restarts in the manner described above. This recursion results in

F

I 14 4

1/4 3/4 {in, out} {out, in} {in, in} {out, out}

Fi1c. 2.—Recursive conversation for biased committee model.
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the committee’s optimal decisions taken a.s. in finite time, conditional
on each type of each player. We have found a subversive conversation.

Notice that this argument does not depend on the particular proper-
ties of the game depicted in figure 2A. Because the sets C and R that
pin down the committee’s preferences vary from game to game, the com-
mittee needs to adapt its decisions to each particular game. But the con-
versation that precedes the decision can be designed in advance. It does
notvary from game to game. Thus, proposition 1 asserts the existence of a
robust subversive conversation that applies to every instance of the biased
committee model, that is, to every specification of the sets {4, C, R} with
A = L, and every specification of the iid priors P = Q. Since the commit-
tee may encounter similar games frequently, this robustness feature sim-
plifies communication design within organizations. In addition, if the
committee’s preferences are not common knowledge, a robust conversa-
tion allows subversion regardless of observer beliefs about the commit-
tee’s actual preferences.'?

The conversation of figure 2 is robust because the player who takes the
decision necessarily knows both xand y. The other player reveals her ex-
act type in the conversation that precedes the decision. Call a conversa-
tion fine if it always results in the player taking the decision being fully
informed. A subversive protocol (o, @) is a fine subversion if o is a fine sub-
versive conversation.

Subset property—A fine subversive conversation for a game I' =
{A,C,R; P, Q} is also a fine subversive conversation for any other game
I'={A,C,R;P,Q} with A2 A R 2R, and C' CC.

The subset property follows immediately from the deniability con-
straint (DC) and the fact that subset relations are preserved after intersec-
tions with the residual set of states S(%") reached after any history 4’ gen-
erated by the fixed conversation. Since the player who takes the decisions
is fully informed in a fine subversion, she can always tailor her decision to
suit her preferences. So (DC) will be met in I" when she takes a decision,
as long as it was met in I'.

The subset property allows us to construct a fine subversion for a “worst
case” and use it to extend existence to other scenarios, yielding a robust
subversion. We employ this worst case approach again in the next section
to construct a robust subversive conversation for the biased observer
model and subsequently generalize the subset property in section III.C.
Note for now that the subset property also allows us to relax our assump-
tions on the common prior and allow for atoms. When the common cdf
P = O has atoms, we can still use the quantile function and work with
quantiles as the underlying types, except that now a range of quantiles
map into the same type. But this is immaterial since all these quantiles

¥ Robust subversive conversations may not be unique. See sec. Bl for one that is finite.
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have the same payoff as the original type they map into. The only material
difference that arises from allowing atomic types is that now we can have
A2 L after the transformation to quantiles. By the subset property, the
conversation described in figure 2 also works for this generalized biased
committee model that includes the finite type case."

B.  Biased Observer, Impartial Commitiee

We now consider a model in which the committee is impartial and
prefers the better one of the two choices but the observer is biased against
one choice. To this end, suppose S =1[0,1° and let R =U =
{(x,y) € S| y> «}. Further, let A2 L, = {(x,y) €S| y<x— b} and
C = {AUR}". The parameter b > 0 represents a bound on the bias of
the observer. Assume that the common cdf P = @ is uniform and that
b =1 —1/v/2, which ensures nonnegative slack (a necessary condition
for subversion) in the worst case A = £, that is depicted in figure 3A."

Call the set of games with these properties the biased observer model.
Notice that in the absence of any information from the committee, the
biased observer would like to reject the proposal, a distinction from the
biased committee model where he would be willing to acceptit.'” In spite
of this ex ante skepticism on the part of the observer, we have the follow-
ing result.

ProrosITION 2. There exists a conversation that is subversive for ev-
ery biased observer game.

In the proof of proposition 2, we construct a fine subversion for the
worst case A = L, that must then be a robust subversion for the biased
observer model, via the subset property. As shown in appendix A, the con-
versation that we constructyields a set of continuation games in which de-
cisions can be taken immediately, together with three other continuation
games that are depicted in figures 3B-3D. Figure 3 Bis a biased committee
game I';,, which was solved recursively via the conversation depicted in
figure 2. The game I', in figure 3C captures another natural economic
situation: the committee wants to accept the proposal if the benefit x ex-
ceeds the cost y, while the observer wants to accept it only if the benefit
and the cost are each better than average. The game I', depicted in

'* See sec. B2 for the results under non-iid priors.

* Like in the model of sec. IIL.A, uniform priors could be interpreted as the outcome of
a quantile transformation of an invertible common cdf P = Q. The nonnegative slack con-
dition we employ translates to the restriction that the probability that s € C is bounded
above by b, conditional on each x and on each y.

' The biased observer model would be an equivalent mirror-image version of the biased
committee model (via switching the names of the accept and reject decisions) if, for s € C,
the committee preferred to reject the proposal while the observer preferred to accept it.
But we assume the opposite. The structure of subversive conversations is different across
the two models.
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A

FiG. 3.—Biased observer model (A) and continuation games (B-D).

figure 3Dis an asymmetric game in which the committee is more in favor
of accepting the proposal than the observer but all parties are willing to
make trade-offs. As shown in the proof of proposition 2, the continua-
tion games of figures 3C and 3D can also be solved via recursive con-
structions similar to the one described in figure 2.

C.  Invariance Properties of Subversive Conversations

Propositions 1 and 2 show that the same conversation can be subversive in
arange of different games; thatis, the conversation is invariant to the par-
ticular game. Invariance is important because it extends existence results
established for one game to others. The transformation to quantiles is an
invariance property because the conversation can always be in terms of
quantiles. This is an example of a more general relabeling property that
we define below. Robustness is a second reason thatinvariance properties
are important. For instance, the subset property of fine subversions estab-
lished the existence of robust subversions in the models of sections IIL.A
and IIL.B. This is an example of a more general invariance property that
we call decision measurability.

Figures 4A and 4Bdepict two games with priors assumed to be uniform.
Figure 4Bis similar to the models we have considered so far. The two sig-
nals xand ycan be interpreted as a benefit and a cost of accepting the pro-
posal. A high benefit can compensate for a high cost and make the pro-
posal acceptable. The game in figure 4A depicts a different case in which
the magnitudes of x and y matter less and whether or not the signals
“confirm” each other matters more. All parties prefer to reject when the
two signals match and prefer to accept when the signals are sufficiently
dissimilar."”

7 For instance, a defendant could be on trial, with matching signals indicating that his
alibis check out and he should be acquitted. The committee prefers to convict if there is
any mismatch, while the observer prefers to do so only if the mismatch is sufficiently large.
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F16. 4.—Relabeling property.

Figure 4 shows how a subversive conversation for the game in figure 4A,
depicted by the vertical and horizontal partitioning of the state space in
the subsequent panels, is also a subversive conversation for the game in
figure 4B, after some permutations of rows and columns in each contin-
uation game created by the conversation. These permutations are ines-
sential relabelings of the residual type space at every continuation game
generated by the fixed conversation.

Starting from the game in figure 4A, panels i and i’ show the two con-
tinuation games created by X in round 1 when she partitions her type
space into the two left columns and the two right ones. In panels ii and
ii’ we perform a row permutation in each continuation game. Panels iii
and iii’ show the next two moves where Y first partitions her type space
into the bottom row and its complement, and in the latter case Xfollows
by partitioning her residual type space into the left and right columns.
Panels iv and iv' depict some permutations of the residual type space at
this stage for each continuation game. At this point one player can reveal
her exact type and the other can take the committee’s ideal decision. In
the remaining panels we put together these continuation games, per-
forming some more permutations at each stage, to obtain the game in fig-
ure 4B. This game shares the same subversive conversation, subject to
relabelings of the type space at each continuation game generated by
the fixed conversation, as shown in the figure. We now formally define
the relabeling property.

Fix a subversive conversation o for a game I' = {A,C,R; P, Q}. Let
Si(h') denote the residual type space of player i = X, Y, generated by ¢
after history /, with S(&') = Sx(h') x Sy(h'). This defines a continua-
tion game I' (%), using intersections of S(#) with the sets {4, C, R}, and
posteriors derived from P, Q using o and Bayes’s rule.

Fix I'(h). An admissible relabeling of S;(h') is a measure-preserving
bijection p;(-|A") : S:(h') — S,(h) € R whose inverse is also measure
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preserving.'® The set Si(h’) must have the same cardinality as S;(4"). If
3,-(}1’) = S;(h') the relabeling delivers a permutation of S;(h'). Figure 4 is
a discrete type example of such permutations. If Si(h’) # Si(h'), pi(+|m")
is a rescaling of S;(m'). As mentioned before, when the priors are invertible,
an example of such a rescaling is a transformation to quantiles. The
rescalings employed in figures 2-13 are other examples.

Relabeling property—A subversive conversation o for I' is also subversive
for I obtained from I via relabelings p; (-|A") of S;(A"), i = X, Y, at every
history &' generated by o.

Continuing to assume uniform priors, now consider figure 54 which
admits a subversive conversation where Y moves first and rejects the pro-
posal if her type corresponds to the top row and otherwise turns the con-
versation over to X, who then accepts or rejects the proposal to attain the
committee’s ideal outcome. Looking at figure 5B, this same conversation
works, although the action plan is different since Xnever rejects. Indeed,
if we look back at figure 4B, the same conversation is subversive there as
well. These examples illustrate the decision-measurability property that
we now define formally.

Fix a subversive conversation o for a game I' = {4,C, R; P, Q}. Let
S(I', d+1) be the residual state space after a history A’ that is followed
by a decision d,.; € {A, R} and consider any other game I' = {A4',C/,
R'; P', Q'} with the same state space S.

Decision-measurability property—A subversive conversation o for I' is
also subversive for I" if at every history & followed by a decision d,,, €
{A, R}, (1) R' N S(', di+1) is measurable with respect to the information
set of the player who takes the decision in round ¢ + 1 and (ii)) A' N S
(', di+1) is at least as large in measure (induced by {P’, Q'}) as C'N
S(h', dsr).

The decision-measurability property allows us to modify the residual
state space S(/', d,+1) in a way that permits the player taking the decision
to (i) still be able to determine the committee-optimal decision and
(ii) still meet the deniability constraint (DC) if she accepts the proposal.
The decision(s) are allowed to be different across the two games but the
conversation that precedes each decision is unchanged. It generalizes the
subset property of fine subversive conversations. Since the player who
takes the decision is fully informed in a fine subversion, condition i is
automatically satisfied, while the subset conditions A2Aand CCC
are sufficient (but not necessary) for condition ii. More generally, the de-
cision stages of a fine subversion, taken together, partition the state space
into one-dimensional sets. Decision measurability allows us to modify
preferences within each of these sets in any way we wish, subject only to

'8 Since o'is fixed, we do not denote the dependence of S,(%) (or p;(-|A')) on o, in order
to avoid clutter.
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FiG. 5.—Decision-measurability property.

meeting condition ii. The same conversation will remain subversive after
the modifications.

The decision-measurability property also implies that the set of subver-
sive conversations is invariant to switching the sets .4 and C in games in
which Pr[A] = Pr[C], that is, there is zero ex ante slack. We will refer to
this as the recoloring property. In addition, the set of subversive conver-
sations is invariant to interchanging the roles of the two players (i.e., ro-
tations of the state space) as well as the cardinal specification of the
players’ payoffs. We apply the invariance properties throughout the pa-
per. In particular, we use them to establish the existence of robust subver-
sive conversations in the biased committee and biased observer models of
section III.

IV. Limits of Subversion

We turn now to analyzing the boundaries of where subversion is possible
and where it is not. We first characterize conversational dead ends. Next
we employ the belief-based approach of Aumann and Hart (1986) to pro-
vide a necessary and sufficient condition for existence in finite environ-
ments. Finally, we provide a discussion that links the belief-based ap-
proach to the invariance properties of a subversive conversation.

A.  Conversational Dead Ends

A necessary condition for subversion is that the players maintain nonneg-
ative slack not only ex ante butin every continuation game. A dead end is
a game in which this requirement makes it impossible for the committee
to take its ideal decisions with positive probability. The committee must
avoid a dead end as a continuation game in order to subvert.
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A selfssimilar dead end has the additional property that neither player
can even convey any information to the other. The committee can delib-
erate forever but not make any progress toward subversion. Figure 6
shows three binary type games, each with interior priors p, g € (0, 1) such
that we have zero slack, Pr[A] = Pr[C]. We show in this section that sub-
version is impossible in each of these three games. In fact, they describe
all possible self-similar dead ends, key end games that have to be avoided
for subversion to be possible in any larger game.

Consider the game in figure 6A first. In this game, the players favor ac-
cepting the project as long as either the benefit xis high or the cost yis
low. The observer requires both the benefit to be high and the cost to
be low. Since there is zero total slack by assumption, and every continua-
tion game must have nonnegative slack for subversion to be possible, us-
ing the law of iterated expectations we see that in any subversive protocol
any move (message or decision) by Xin round 1 must create a continua-
tion game with zero slack. Using this, we show via contradiction that sub-
version is impossible in figure 6A. In fact, it is a self-similar dead end.

Notice first that in any subversive protocol X cannot take her ideal de-
cision with positive probability in round 1 when she knows the benefit is
low and the state is in the left column, because she does not know her
ideal decision in this case. She only knows her ideal decision (to accept
the proposal) when the benefit is high. Conditional on this type there
is positive slack. So, if X accepts the proposal with positive probability
in round 1 when xis high, she leaves negative slack in at least some con-
tinuation games that arise after she does not take a decision. Subversion is
impossible in such a continuation game, implying that X cannot take a
decision in round 1. She can only send messages that maintain zero slack
in every continuation game. This is possible only if every message sent by
Xin round 1 is sent by both of her types with the same probability; that s,
X can only be uninformative in round 1. Since the game is symmetric, Y
faces the same situation in round 2, following any uninformative round 1
message, and so she must also be uninformative in round 2. Continuing
this logic, we conclude that neither player can ever take their ideal

1-p p 1-p 1-p

Fic. 6.—All self-similar dead ends.
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decision, or even convey any information to the other, and so figure 6A
is a self-similar dead end.

For the game in figure 6B the observer’s preferred decision is not af-
fected by player Y’s information, whereas in figure 6 C the players prefer
acceptance when their signals match but the observer only prefers accep-
tance when the matching signals take a particular value. Identical argu-
ments to those used above can be used to show that both of these games
are also selfssimilar dead ends when the interior priors p and g are such
that there is zero slack. The next result shows that in finite type environ-
ments the three games of figure 6 describe, essentially, all possible dead
ends."

ProprosITION 3. Any finite type game I' that is a dead end has zero
slack and can be partitioned via a conversation into self-similar dead
ends. There are three kinds of self-similar dead ends, each a binary type
game with interior priors, zero slack, and preferences as in figure 6.

B.  Necessary and Sufficient Condition for Existence

We now provide necessary and sufficient conditions on priors for the ex-
istence of subversive conversations, using the techniques of Aumann and
Hart (1986). To do so, we restrict attention to finite environments, that is,
those in which the type spaces Syand Syas well as the message space Mare
all finite. Let p and g denote the priors on x and y derived, respectively,
from the cumulative distributions Pand Q.

Letp = (ux, pr) be a typical element of A(Sy) X A(Sy). Given any pro-
tocol & = (0, a),letu(h’) = (ux(h"), uy(h')) € A(Sx) x A(Sy) denote the
observer’s posterior beliefs over states, derived using Bayes’s rule from a
history 7' generated by £. Let o' = (g%, p}) € A[A(Sx) X A(Sy)] be the
random variable (with realizations u(/°), h' € H') that describes the pos-
sible round ¢ beliefs of the observer.

By the law of iterated expectations, p = {a'}y is a (bounded) martin-
gale that has expectation equal to the prior u’ = (p, ¢). Further, since X
speaks only in odd rounds, and Y only in even rounds, puk = uitoas.
for t even, and g}, = pf' as. for t odd, ¢ > 1. Thus, g is a bimartingale
(Aumann and Hart 1986).% Conversely, given a bimartingale g with ex-
pectation p’, one can derive a protocol £ = (o, &) from it, using Bayes’s
rule recursively.”’

' These are the only kinds of selfsimilar dead ends up to the invariance properties of
sec. III.C. Other tight games obtained by row/column permutations, rotations, and
recoloring of these three are also selfsimilar dead ends, and for the same reasons.

2 If the protocol takes a non-null decision d, € {A, R} in round ¢ after some history 4",
with d; = N for all ¢ <, we assume that the bimartingale p is constant afterward, i.e.,
equals p'({A'"", m,, d,}) forever after.

' This pins down £ only on the path of play, which is all that is necessary given our focus
on subversion.
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For each s € S, define

o (1€ ASy) x ASy) | uls] > 0, u[R] = 1} ifseRr,
7\t A x A | 4ls] > 0,4[R] = 0,4l 4] 2 1/2) if s < R

The set 7(s) describes the possible posterior beliefs of the observer at the
time a decision is taken, given that the committee has played according
to some subversive protocol £, and given that the realized state is s. Since
beliefs are correct, we must have u[s] > 0. Since the protocol is subver-
sive, u[R] = 1 when s € R and the decision is to reject the proposal,
while u[R] = 0 when s € R and the decision is to accept the proposal,
with p[A] > 1/2 in order to meet the deniability constraint. We can as-
sume, without loss of generality, that each 7(s) is nonempty.*

Let 7 = U,s7 (s). If a bimartingale g with expectation p’ is derived
from a subversive protocol &, then its limiting distribution must belong
to 7 and the limit is reached a.s. in finite time. Conversely, if a bi-
martingale p with expectation p° has a limiting distribution in 7 that is
reached a.s. in finite time, then one can construct a subversive protocol
from it, as we show below. Our objective is to characterize the priors p’
that can give rise to a subversive protocol represented by a bimartingale
p with expectation p’.

To this end, we recall some definitions from Aumann and Hart (1986).
Call B C© A(Sx) x A(Sy) a biconvex set if each of its uy- and u,-sections
is a convex set. The biconvex hull of B C A(Sy) x A(Sy), denoted by
bico(B), is the smallest biconvex set containing B. A real-valued function
flpx py) defined on a biconvex set B C A(Sx) x A(Sy) is a biconvex
function if it is convex in each argument py and pu, separately. Given
Z C B C A(Sx) x A(Sy), with B biconvex, the point a € B is (strongly)
separated from Zwith respect to B if there is a bounded biconvex func-
tion fon B such that f(a) > sup{f(z) | z€ Z}. Denote by ns,(B) the
set of points @ € B that cannot be separated from Zby any biconvex func-
tion. Let bico”(7) denote the largest (in terms of set inclusion) set
B C A(Sx) x A(Sy) that satisfies B = nsr(B). Using theorem 4.3 in
Aumann and Hart (1986), we have the following necessary and sufficient
condition for the existence of a subversive conversation.

ProrosiTiON 4. Consider a finite environment and fix {4, C, R}. A
subversive protocol exists if and only if the prior u” € bico® (7).

Figure 7 depicts the three examples of figure 6 that we will use to illus-
trate proposition 4. The pair (p, ¢) € [0, 1]* pins down any posterior be-
lief p € A(Sx) x A(Sy), including those with positive (or negative) slack,

2 If subversion is possible, 7(s) cannot be empty for any s on which priors put positive
weight. So we can focus on priors that put zero weight on either the row or column con-
taining s. If 7(s) is empty, we must have s € C and there cannot exist a product set contain-
ing s that has a nonempty intersection with A but not R.
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F1c. 7.—Biconvex hulls of subversive terminal beliefs.

as depicted in figure 7B. Figure 7C depicts the set of possible subversive
terminal beliefs 7(s), s € S, for each example of figure 7A.

To see how these terminal belief sets are constructed, consider exam-
ple i of figure 7 first. For s € R, 7(s) must equal the singleton point
(p, q) = (0,1),since u[R] = 1foranypu € 7 (s). For s € R‘, we must have
gls] > 0, u[R] = 0, and p[A] = 1/2 for any p € 7 (s). Since p is a product
measure, this implies that for s € C thatis in the bottom row, any p € 7 (s)
must attach zero probability to the top row and at least one-half probabil-
ity to the right column; that is, it must be of the form (p, 0) with
p€[1/2,1), as depicted in the figure. Similarly, for s € C that is in the
top row, u € 7 (s) must be of the form (1, ¢) with ¢ € (0, 1/2]. For the re-
maining state s € A C R‘in the bottom right, u € 7 (s) must either be of
the form (p, 0) with p € [1/2, 1], or of the form (1, ¢) with ¢ € [0,1/2], in
order to attach zero probability to R and at least one-half probability to
A. The terminal belief sets 7(s) for examples ii and iii are constructed
analogously and depicted in the figure. For completeness, we list these
sets in tables B1-B5.

Figure 7D depicts the union 7 = Uys7 (s), while figure 7E depicts its
biconvex hull bico(7), for each of the three examples.” In general,
bico(7') € bico®(7), but for these examples bico”(7) = bico(7).* By

2 The set bico(7') can be constructed iteratively, by first including all points that lie on a
“horizontal” or “vertical” line joining elements of 7, then including all points that lie on
any horizontal/vertical line joining the new points obtained in the previous step, and so
on. The condition p’ € bico(7) is necessary and sufficient for a finite subversive protocol
to exist. See proposition 2.1 and remark 2.4 in Aumann and Hart (1986).

 To show py & bico®(7), it is enough to find a bounded biconvex function f : A(Sx) x
A(Sy) — R that separates y, from 7. Since 7 S bico(T), to show bico®(7T) = bico(7)
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proposition 4, a subversive conversation exists for these examples if and
only if u° € bico’(7T) = bico(T).

For the top example i of figure 7, notice that bico”(7) = 7 and so sub-
version is impossible for any interior priors (p, q) € (0,1)*. The dotted
curve in figure 7E depicts interior priors for which there is zero slack
and the problem is a self-similar dead end, as shown by proposition 3.
Starting from any interior point with arbitrarily large positive slack that
lies below this zero-slack curve, the committee can accept the proposal
for asubset of the states, while maintaining nonnegative slack in the com-
plementary set, approaching (or reaching) some point on the zero-slack
curve, a self-similar dead end where beliefs get stuck. At no point in the
process can the players maintain nonnegative slack and also be sure that
the optimal decision is to reject the proposal; that is, they cannot reach
1(s) for s € R.

Similar remarks apply to example iii, where subversion is also impossi-
ble for any interior priors since bico*(7") has an empty interior.*” For ex-
ample ii, bico”(7") contains interior priors. Figure 7E shows a bimartingale
that starts within bico’(7") and reaches 7(s) for each s. In this protocol, Y
reveals her type, then X takes the appropriate decision. Subversion is not
possible if instead X first reveals her type. Subversion is also impossible
for priors outside bico’(7") as posteriors cannot enter bico”(7") with prob-
ability 1.

C. Discussion

The belief-based approach of proposition 4 utilizes the characterization
of bimartingales and biconvex hulls in Aumann and Hart (1986). Since
the decision rule is fixed for a subversion and incentive constraints have
no bite, the onlyinput needed is the specification of the sets 7(s), for each
s € C, and their union 7. These terminal belief sets are determined in
turn by preferences that pin down how the state space S is partitioned
into the three sets A, C, and R.

This method can be used to generate additional results on subversion.
For instance, one can ask for necessary and sufficient conditions for the
existence of fine subversions, in view of their robustness properties. Re-
call that for a fine subversion decision-making is always fully informed,

it then suffices to find such a function separating bico(7") from its complement (proposi-
tion 4.1 in Aumann and Hart 1986). For example i of fig. 7, see example 3.4 in Aumann
and Hart (1986) for the relevant separating function (subject to a permutation). For exam-
ple ii, f(p,q) = (1/2 = p)(1 — ¢) is such a function. For the last example, we may take
S ) =1 =pd~-q).

* Since 7(s) is empty for s € C, subversion is only possible in this example for priors that
put zero weight on the row or column that contains s. The biconvex hull constructed in
fig. 7E confirms this.
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which is possible if and only if some player perfectly reveals her type be-
fore a decision is taken. This implies that the set 7(s) of possible terminal
beliefs for s € S in a fine subversion will differ from 7(s) only in the ad-
ditional requirement that either uybe degenerate on x or uybe degener-
ate on v, for any u = (ux, py) € 7,(s), s = (x,y) € S. Proposition 4 can
then be amended to conclude that a fine subversion exists if and only
if 4’ € bico (T), where T, = Uyks7 /(s). Similarly, it is easy to see how
the terminal belief sets can be amended in order to allow for alternative
burdens of proof different from the balance-of-probabilities notion that
underlies (DC).

The belief-based approach fixes preferences and generates a biconvex
hull that contains all the priors for which a subversive protocol exists. In
contrast, the constructive approach of section III fixes priors and, starting
from a subversive conversation for a given game, uses the invariance
properties to identify a set of games in which the acceptance, rejection,
and conflict sets (and priors) may be different and yet the same conver-
sation is subversive. Since subversion is possible in the same way for this
set of games, the constructive approach identifies the robustness proper-
ties of a given conversation.

Each of the two approaches can be used to shed light on the other.
Given a prior, the (set of) games identified by the invariance properties
applied to a fixed subversive conversation must all generate biconvex
hulls that contain that prior. For instance, the invariance properties allow
us to conclude thatall iid priors belong to the biconvex hull generated by
any (finite type) biased committee game because the same conversation
is subversive in all these games. More generally, if {A, C, R} and {4, C', R'}
satisfy 4 € A" and R € R/, then the biconvex hulls for fine subversions
that they generate must also have the same subset relation, bico*(7 ;) C
bico(77), using the subset property of fine subversions introduced in
section IIILA, a special case of the decision-measurability property of sec-
tion III.C.

Figure 8 shows an example of two games with the subset property. The
state space and preferences are depicted in figure 8A. Figure 8B shows
the space of beliefs A(Sx) x A(Sy) equal to the prism A' x A*, where
A" is the msimplex. In figure 8C, we construct the terminal belief sets
for each s € Sin this prism, using the definition of 7(s) and also the fact
that beliefs must be a product measure. Figures 8D and 8E show 7 and
its biconvex hull. Notice that the terminal belief sets for the two games
are not subset ordered but their biconvex hulls are.?

% In order to avoid clutter, we do not show every 7(s) in fig. 8, instead listing them all
in tables B1-B5. Nevertheless, fig. 8C reveals that each of these sets contains only beliefs
that are degenerate on either the Xor Y dimension so that 7 = 7, and a subversion exists
in each game if and only if a fine subversion does. It can also be shown that bico(7) =
bico®(T) for each game.
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A

(i)

Fic. 8.—Biconvex hulls and subset property.

Figure 8F shows two subversive bimartingales, one for each game, start-
ing from uniform priors for xand y. In the associated conversation, which
is common to both games, Y first reveals whether the state belongs to the
bottom row or not and, in the latter case, Xreveals the column. The asso-
ciated action plans specify that a player takes the committee-optimal de-
cision, which may differ across the two games, immediately after the
other player reveals her type. As can be seen using the information con-
tained in the other panels, posterior beliefs reach the terminal belief sets
7(s), for each s € S, and each game, whenever a decision is taken. In-
deed, this is true for every subversive conversation one can construct
for the game in figure 8, panel i, for each prior in its biconvex hull.
The same conversation will also be subversive for the game in figure 8,
panel ii, for that prior. These invariance properties underlie the robust
subversions constructed for the biased committee and biased observer
models of section III.

These results also show when encryption-like phenomena are neces-
sary for subversion. When priors lie inside the biconvex hull, encryption
is not necessary. The players can do as well with a conversation as when
they can guarantee the encryption is completely secure. When priors
lie outside the biconvex hull, secure encryption is necessary for subver-
sion, given our assumption that the observer sees their final decision. En-
cryption is also sufficient in this case, as long there is ex ante nonnegative
slack.

Since incentive constraints do not play a role for subversion, using the
bimartingales approach of Aumann and Hart (1986) to only track beliefs
is enough to obtain necessary and sufficient conditions for existence.
Similar techniques can be used to pursue extensions that go beyond sub-
version, although we will then need to fully specify the cardinal preferences
of the committee, as opposed to only their ordinal preferences. For in-
stance, one may wish to characterize the optimal decision rule that can
be implemented via conversations when subversion is impossible. Under
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the assumption the players can commit to a protocol, one only needs
to track beliefs. Absent commitment, incentive constraints will have a
role to play. We would then need to adapt the dimartingales approach
introduced by Aumann and Hart (2003) to two-sided private informa-
tion and take into account not only beliefs but also expected payoffs and
active incentive constraints. Similar remarks apply to the case where there
are conflicts of interest within the committee in addition to those with the
outside observer. We leave these interesting questions for future research.

V. Related Literature

This paper considers communication of multidimensional information
over multiple rounds by two senders. We analyze this communication
as cheap talk (Crawford and Sobel 1982; Green and Stokey 2007) with
multiple audiences (Farrell and Gibbons 1989). The players in our model
have the same preferences, are each informed on one dimension, and
need to share enough information to reach their ideal decision while be-
ing scrutinized by an outside observer. This is the opposite of the ques-
tions asked by Krishna and Morgan (2001) and Battaglini (2002), who
show how multiple senders with the same information and different pref-
erences can be made to reveal all information to a receiver. Our focus
on first-best outcomes for the senders implies they never have an incen-
tive to deviate. Hence our results on existence and nonexistence of sub-
versive conversations apply equally when commitment is possible, as in
the belief-based approach of the Bayesian persuasion literature (Kamenica
and Gentzkow 2011).

Forges (1990a), Aumann and Hart (2003), Krishna and Morgan (2004),
and Chen et al. (2017) consider communication over multiple rounds
when one player is informed and the rounds are used either for commu-
nication by that player or for adjoint lotteries via simultaneous messages.*”
They show how extended communication expands the set of equilibrium
outcomes. The same is true in our setting, although we restrict attention to
polite talk and focus on the particular case of subversion in which incentive
constraints play no role. This allows us to use the characterization of bi-
convex hulls in Aumann and Hart (1986) in order to obtain necessary
and sufficient conditions on priors that make subversion possible in finite
environments. The invariance properties of a subversive conversation
that we provide show how the same conversation is subversive across a
wide range of preferences and priors.

*” See Forges (2020) for a survey. A key contribution of this literature is showing when
equilibria attainable by use of a mediator can be implemented by cheap talk over multiple
stages (e.g., Forges 1990b). In our context the requirement of public communication lim-
its what can be done.
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Matthews and Postlewaite (1995) ask whether polite talk can create
contexts that allow information to be safely shared, when it could not
be earlier. They provide examples in which multiround sequential com-
munication between two players, in the presence of a third, leads to dif-
ferent decisions compared to one-shot communication. In our setting,
the presence of the third party modifies the process of communication
but ultimately has no effect on decisions. Chakraborty and Yilmaz (2017)
consider a cheap talk game between two experts with different informa-
tion and possibly different preferences. They introduce a notion of agree-
ment between committee members called consensus that takes into
account information revealed by the play of the game. Plausible deni-
ability requires the outside observer to also consent after observing the
messages.

Within the political economy literature, this paper is most directly re-
lated to models of committee deliberations. Gradwohl and Feddersen
(2018) study the effect of transparency in a cheap talk model with multi-
ple senders who have common interests and correlated binary signals
(see also Wolinsky 2002; Feddersen and Gradwohl 2020). They show that
transparency may prevent any information transmission, hurting the
senders and receiver, when conflict between the two groups is large. Our
comparison of secure versus insecure communication is related to this
transparency versus opacity distinction. In our environment with a richer
space of signals for each player, we identify conditions in which the com-
mittee can subvert even under transparency.

The cryptography literature on information-theoretic security analyzes
related problems of how to both hide and share information. Secret shar-
ing protocols (Shamir 1979) analyze how information (i.e., shares/parts
of a secret) can be split between players to ensure that any one player’s
information reveals nothing about others’ information. If one of two
players publicly reveals her share of the secret, an observer will not learn
anything about the secret while the other player will have complete infor-
mation.?® Since we do not give the players the freedom to design how in-
formation is partitioned between them, back-and-forth communication
is needed for subversion. Yao’s (1982) millionaires’ problem considers
how two millionaires can figure out who is wealthier, without revealing
their exact wealths to each other.* In our model, the players are happy
toreveal their types to each other, and indeed one player must fully reveal
its type to the other player in fine subversions that are robust. The deni-
able encryption literature (Beaver 1996; Canetti et al. 1997) considers

* He, Sandomirskiy, and Tamuz (2021) consider the related problem of how to de-
sign such “private-private” information structures that give information about a decision-
relevant state to the players.

# See Grigoriev, Kish, and Shpilrain (2017) for a probabilistic formulation.
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situations in which plausible deniability is ensured if the encrypting
scheme can generate an innocuous decryption. We require that the ob-
server understand the equilibrium meaning of all messages and is willing
to accept the innocuous interpretation (e.g., the state belongs to A) only
if its Bayesian posterior is large enough.

In a subversion, the players effectively hold decision-making power,
even if legal authority lies with the observer. This echoes the distinction
between formal and real authority drawn by Aghion and Tirole (1997). In
our setting, the ability to manage the process of communication may give
the players effective authority. Because information is dispersed, the cir-
cumstances under which delegating formal authority is optimal for the
organization (see, e.g., Dessein 2002; Alonso, Dessein, and Matouschek
2008) remains an open question.

VI. Conclusion

This paper analyzes a common situation in information transmission be-
tween players with similar interests: their communications may be over-
heard by outsiders with different interests. When communication is scru-
tinized by an outside observer who understands the equilibrium meaning
of messages, the process of communication matters. Different commu-
nication protocols that all implement the same optimal decisions from
the perspective of the players can differ in what information is revealed
publicly.

We show how a back-and-forth conversation can create a sequence of
contexts that allows sufficient information to be shared between the
players to take their optimal decision, while also concealing enough in-
formation to withstand scrutiny. Even if the conversation is public, or
private but leaked with some chance, the exact reason for the decision re-
mains uncertain. The players thereby maintain deniability that their de-
cision was influenced by bias rather than just the facts, while still taking
the same optimal decisions they would in the absence of scrutiny.

Appendix A

Proofs
Al.  Proof of Proposition 1

Let the action plan « be defined as follows: player ¢ takes a non-null deci-
sion, o; # N, if and only if the other player has perfectly revealed her type in
the previous round; player i accepts the proposal if (x,y) € A U C and rejects
it otherwise.

Fix z € (0,1/2). The conversation is the same for each game {A, C, R} with
A=L:
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 In round 1, X either says m;: “x € [z, 1 — 2]” or mj: “x & [z, 1 — 2].”

 In round 2, Yeither says my: “y € [z, 1 — 2]” or mj: “y & [z, 1 — 2].”

* After history m;, mj: the residual state space is [z, 1 — 2] X [z,1 — 2" and
player X perfectly reveals x in round 3.

* After history mj, my: the residual state space is [z, 1 — 2]° X [z, 1 — 2], player X
passes in round 3, and player Y perfectly reveals y in round 4.

+ Otherwise, the residual state space is a game with .4 = L. In both of these
cases the conversation restarts in a rescaled state space. After history m,
my: the residual state space is [z, 1 — z] X [z, 1 — 2]. Rescale the state space
to make it the unit box using the bijections ¥ = (x — z)/(1 — 2z) and
Yy = (y — 2)/(1 — 22); see section III.C. We now have an instance of the bi-
ased committee model and the conversation continues as above. After his-
tory m;, mj: the residual state space is [z, 1 — z]° X [z,1 — 2| and using sim-
ilar bijections we obtain another instance of the same model in which the
conversation proceeds as above.

For each type of each player, a decision is taken with probability at least
min[2z, 1 — 2z] in each recursion of the above process. It follows the conversation
is a.s.-finite. It remains to show that a decision to accept will meet (DC). Consider
the history m,, m;, after which Xperfectly reveals x. If Yaccepts the proposal, all
(x, y) with x > z, y < zbelong to A. Conditional on m,, mj, x, the residual part of
Ais {x} x [0, z) whereas the residual part of Cis a subset of {x} x (1 — z,1] and
the latter is weakly smaller (in the induced measure on R'). After history mj, m,
identical arguments establish that (DC) will be met after an acceptance. QED

A2. Proof of Proposition 2

We first provide a subversive conversation for the game in figure 3C, which we de-
note I',, followed by the one in figure 3D, which we denote I',. Recall that the game
in figure 3B, which we denote I, is solved by proposition 1. Throughout, we con-
sider uniform priors and describe conversations up to the point where one player
reveals her type. After this the other player takes the subversive decision.

LEmMA 1. There exists a subversive conversation forI', = {A4,,C,, R, }, where
S=100,1, A = {(x,y) €S| x>1/2,y<1/2}, R, = {(x,y) € S| y> «}, and
C.=S\{A UR}.

Proof.  The state space is shown in figure 9A. Player Xin round 1 says “in” if
x € [1/4,3/4] and “out” otherwise. If X says “in” Y perfectly reveals y < 1/4 or

A B [
1

B

Y N

0 1

Fic. 9.—Recursive conversation for game I'..
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y > 3/4, see figure 9B, otherwise if y € [1/4, 3/4] we obtain I, using the bijec-
tions ¥ = 2x — 1/2 and y = 2y — 1/2, as shown in figure 9C. If X says “out” in
round 1, Ysays “out” if y & [1/4, 3/4] and we obtain a rescaled T', see figure 9D,
otherwise Y says “reveal” and X reveals x in round 3. QED

LemMa 2. There exists a subversive conversation for I'; = {A,, C;, Rs}, where
§=10,1]x1[0,5/2], A;={(x,y) €S |y<x+1/2}, Ri={(x,y) €S |y>x+
3/2},and C, = S\{A4, U R,}.

Proof.  The state space is shown in figure 10A. In round 1, player Xreports “in”
if x € [1/4, 3/4] and “out” otherwise. After player Xsays “in” player Ysays “reveal”
ifye[0,1/2] U [5/4,7/4] U [9/4,5/2] or says “pass” otherwise, as shown in fig-
ure 10B. If Y'said “reveal” in round 2, Xreveals x. If Y'says “pass” we can obtain
', by the bijections ¥’ = 2x — 1/2and (i) y = 2y — 1ify <5/4,0r (ii) y = 2y — 2
if y > 5/4; these bijections paste together the remaining pieces of the state space,
as shown in figure 10C. If player Xsays “out” in round 1, player Y perfectly reveals
the state if y €(1,5/4], says “reveal” if y € [0,1/4] U [3/4,1] U [7/4,9/4], or says
“pass” as shown in figure 10D. If Ysaid “reveal” player Xreveals x in round 3, while
if Y'said “pass” in round 2, we obtain I', through a set of bijections; see figure 10E.
QED

LEmMA 3. There exists a subversive conversation for I'; = {Af,, f’,,Rfi} if
£>3/2, where S = [0,1] x [0,/], A7 = {(x,y) € S| y< x+(1/2)¢ — 3/4}, R =
{(x,) eS|y=x+(—1},and C; = S\{A, U R,}.

Proof.  Observe that I’ =T, which is already solved. Consider ¢ > 5/2; then
player Y can say “reveal” if y € [0,¢ — 5/2] U [(1/2)¢ + 1/4,¢ — 1] after which
player Xreveals the state and player Y takes a decision, or say “I';” since pasting
the remaining states together yields I',.

Consider £ < 5/2. Figure 114 shows the case ¢ = 3/2. In period 1, Xsays “I';”
if xe [5/8—(1/4)¢,3/8+(1/4)(] and after y rejects the proposal for high y, the
continuation game is a rescaled I',, as seen in figure 11A. Otherwise, Xsays “pass”
and we are left with the state space in figure 11B. In round 2 Y says “T')
ifyell—1,(/4)¢—3/8]U[(5/4)¢ —5/8,¢] and T, is solved as above; see
figure 11C. If y € ((1/2)¢ — 3/4, (1/4)¢ — 1/8) U ((3/2)¢ — 5/4, (5/4)¢ — 5/8)
player Y says “I', + I'ys”; this is depicted in figure 11D. After this X says “T")” if
x <5/8—(1/4)¢ and after Y takes the reject decision for sufficiently high y, we

N v >
Reveal O

Reveal

N
Reveal

| =
Reveal <

Reveal
Reveal

Fi6. 10.—Recursive conversation for game I',.
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Fic. 11.—Recursive conversation for game I', with ¢ = 3/2.

N =

Iy +Typ

have arescaled I';, otherwise Xreveals x. If y € ((3/4)¢ — 3/8, (1/2)¢ + 1/4) player
Ysays “T', + I,” in round 2, Xreveals the state if x < 5/8 — (1/4)£ or says “T;”; see
figure 11E. Finally, Y perfectly reveals y € [(1/4)¢ — 1/8, (1/2)¢ — 1/4] (these
states are unlabeled in fig. 11B) and says “pass” otherwise, after which X reveals
x. QED

Proof of the proposition—We provide a fine subversion for the case A = L,,
where there is zero total slack. Figure 12A shows how player Xin round 1 parti-
tions the state space into cases a, b, and .

Throughout, the cutoffs and sequence of messages described below have been
chosen so that (DC) is always met, as can also be verified using the accompanying
figures. Let k =70 —2>0and d = 1 — 356> 0.

Case i.—If x € (2b — k,2b + k), in round 1 player X says “case a” and after Y
rejects the proposal where appropriate, game I'; remains, with ¢ = d/k + 3/2.
This is solved by lemma 3.

Caseii—Ifx e [b—d,b+d) U[6b—1—d,60—1) U (1 — d,1], Xsays “case
b” In round 2, Y says

 {

\

0 b—d b b+d 2b—k 2b+k 6b—1 1—d 1|

Fic. 12.—Construction for biased observer model.
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“TV if y e [0,d] U(6b — 1,1 — dJ; see figure 12B. In round 3 X says “T’,” if
x € [b, b + d), the second column in figure 12B, after which I, is played
once Y rejects the proposal for y € [66 — 1,1 — d]. Furthermore, in
round 3 Xperfectly reveals x € (1 — d, 1]. Otherwise, Yreveals yin round 4.

“y" perfectly revealing ye [d,b— d]U[5b—1,1 —d — b (and X takes a

decision).

“Ty" if ye[b—d, b+ kUl —b1—-b+kU[l—d1]; see figure 12B.
Then Xsays “I'if x € [0,0+ k] U[1—2b+ d,6b—1] U [l —d,1] and
I'. is played. Else Y perfectly reveals y.

“Ty" if ye [b+d,50— 1] U[1 —d — b,2b + k], then Xsays “I')” if x € [2b +
k — d,3b + k] after which T, is played or X passes in which case Y re-
veals y in round 4.

“pass” for all other y. In round 3, X perfectly reveals if x € [0, + k] U

[1 = b,3b + k] or else says “I'/*” and game I'}” is solved by lemma 3.

Case iii—Figure 12C shows the remaining states. Player Xin round 1 partitions
these into a countable number of similar pieces, indexed by 7 (this could instead
be done recursively). Let 7, be the width and height of the triangular conflict
area of the leftmost piece, w, the common width of the other two pieces. Let the
xcoordinate of the right edge of the rightmost piece be x; and the xcoordinate
of the right edge of the middle piece be x;'. We have 7, = b — d, x; = 3b, x;' =
2 — 5b, wy = d. For n > 1 define

_ n _

Tn = (b - d) > ATVI = Tn = Tu-1,
— n—1 —

w, = d(b—d)", Aw, = w, = w,1,

m

roo_ r — m
Xy, = X1 — Aw,, x' = x — Aw,.

Player X in round 1 pools x € [7,,7,.1] U [xJ, ;"] U [x}, x,_;] by revealing the
message “n” for n > 1, which exhausts case c.

We now solve the game for arbitrary n. In round 2, Y perfectly reveals the value
of ye[x, —bxl, — b+ w,) U(x_, + b 1]; these decisions will meet (DC)
because the two right columns both have width Aw,. For any » > 1, in round 3, X

says

“TY” if x € [x), xi' + 2Aw, — A7,], and after Y rejects the proposal for
y > xp, — A7, + Aw,, through a set of bijections the game I'} is played
for £ = (x + 2Aw, — A7,)/(2Aw, — A7,). This is shown in figure 12A.

‘T, if x € [1,-1 — Aw,, 7,-1] U [x), x,_,]. In round 2, player Y either (i) per-
fectly reveals y<r7,, — Aw,, (ii) says “I'” if y€ [1,.1 — Aw,, 7,.1] U
[x;,x;,_,] and then T, is played, (iii) says “I'x +T),” if y € [x; — b,
x,, — b] after which X perfectly reveals x < 7,; or says “T’;” after which

', is played, or (iv) says “pass” after which X reveals x.
“Ty” if x € [1,, 721 — Aw,] U [x"; — A7, + Aw,, x,]. In round 2, player Y

(i) perfectly reveals y<r,, (ii) pools ye€ [1,,7,-1 — Aw,] U [x", —
A1, + Aw,, x}",] after which T, is played, (iii) pools y € [x}, — A7, +
Aw, — b, x]", — b] after which X perfectly reveals x < 7,; or says “I';” and

I, is played, or (iv) says “pass” after which Xreveals x. QED
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A3. Proof of Proposition 3

We first show that any dead end has zero slack.

Cram. IfT is a dead end, then Pr[A] = Pr[C].

Proof of claim.  Assume by way of contradiction that Pr[A] > Pr[C]. Then, by the
law of iterated expectations, there exists x € Sy, which occurs with positive prob-
ability, such that Pr[A | x, 4 U C] > Pr[C | x, A UC]. Let X* C Sy be the set of
all such x. Observe that X* is measurable since it is a subset of a finite set.

Consider the following protocol & for game I': Player X perfectly reveals x € X*
with probability p € (0, 1] and passes otherwise. If Pr[A | (Sx \ X*) x Sy, AU (] =
Pr[C | (Sx \ X*) x Sy, AU C], then p = 1. Else, Pr[A | (Sx\ X*) x Sy, AUC(C] <
Pr[C | (Sx \ X*) x Sy, A U (] and by the intermediate value theorem there exists
a pe(0,1) so that PrlA | S(§), AUC] =Pr[C | S(§), A UC], where S(§) de-
notes the remaining state space after Xspeaks, according to the protocol £ and does
not perfectly reveal a state in X™. If Xreveals x € X*, player Y can implement the
subversive decision rule and satisfy (DC). Since decisions are taken with positive
probability, I could not have been a dead end. This proves the claim. QED

We are left to show that a dead end T with Pr[A] = Pr[C] can be (maximally)
reduced to a union of self-similar dead ends from figure 6. By the law of iterated
expectations, there must exist two types x, ¥ € Sy and a p € (0, 1] so that

pPriA | x xSy, AUC] +PrlAd | & x Sy, AUC(]
= pPrlC | x xSy, AUC]+Pr[C | x' xSy, AUC],

and observe that the obedience constraint also has no slack on the complemen-
tary states (after state ¥ and a p-weight of state xare removed). Since Syis finite, we
can repeat this process to partition the types of player Xinto pairs. Repeating this
argument for player Yleaves us with a set of dead ends at which each player has
two possible types. Itis easy to check that these must be the self-similar dead ends
of figure 6, which describes all 2 x 2 dead ends. QED

A4.  Proof of Proposition 4

Theorem 4.3 in Aumann and Hart (1986) states that a bimartingale z with expec-
tation p° has a limiting distribution in a set 7, that it reaches a.s. in finite time, if
and only if u* € bico® (7).

Necessity follows immediately from how we construct g from £. For suppose i
is derived from a subversive protocol . Since for each s € S the observer’s beliefs
belong to 7(s) the first time a non-null decision is taken (and constant thereafter),
the limiting distribution of g must be in 7 = U,s7 (s) and this limit must be
reached a.s. in finite time.

In the other direction, assume we are given a bimartingale g with expectation
1" € bico®(T) that has a limiting distribution in 7, reached a.s. in finite time. Pick
a round ¢ and history A’ such that p' = p(h') € 7. Since 7 = U7 (s), either
p(A)[R] =1, or p(A)[R] = 0 and p(h')[A] > 1/2. It follows that if u(h')[s] > 0
for some s € S, then u(%') € 7 (s). To see this, suppose first that s € R in which
case we must have p(h')[R] = 1, since otherwise u(%')[R] = 0, contradicting
w(h')[s] >0 for s R. Similarly, if s € R we must have p(h')[R] =0 and
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p(h')[A] > 1/2, since otherwise u(h')[R] =1, contradicting u(h')[s] >0 for
s € R. It follows that p reaches 7(s) a.s. in finite time, for every s for which
p"[s] > 0. We conclude that the protocol £ derived from g is subversive. QED

Appendix B
Additional Results
B1. Short Conversations

This section first shows a necessary and sufficient condition for subversion in
games in which player X’s type is binary and priors are uniform. This allows us
to give a fourround robust subversive conversation for the biased committee
model, in which X creates a binary type continuation game in round 1 and then
the conversation proceeds as described in the first result. Next we show that four
rounds are the minimum required for a robust subversive conversation. Finally,
we discuss how to use this four-round conversation in the continuation games
of the biased observer model depicted in figure 3.

Let x € Sy = {l,r}, { < r, and let Sy € R. Assume that the priors Pand Q are
uniform and suppose A and R are monotonic: (i) (x,y) € A implies (x,y) € A
for all ¥ > x and y <y and (ii) (x,y) € R implies («',y) € R for all ¥ < x and
y > y. We refer to {I} x Sy as the “left type” and {7} x Sy as the “right type.”

LemMa 4. For a game with binary X types and uniform priors, Pr[C] < Pr[A]
and A, R monotonic, a subversive conversation exists if and only if Pr[({r} x
Sy) N C] < Pr[({r} x Sy) N AJ; that is, the right type has nonnegative slack.

Proof.  Suppose the right type has negative slack, Pr[({r} x Sy) N (] >
Pr[({r} x Sy) N A], but a subversion exists. Player X must pool x = r and
x = linround 1. Since a decision must be taken with probability 1 in finite time,
Y must pool types in proj, Z, for some positive measure Z C({r} x Sy) N C. By
monotonicity of A the acceptance zone is nondecreasing in x, and so ({Z, r} x
proj,Z) N A = &. Thus, (DC) cannot hold after such a history, a contradiction.

Suppose the right type has nonnegative slack. If the left type also has nonneg-
ative slack, X can just reveal x and Y can take a decision. So suppose the left type
has negative slack and let ¢ = Pr[({{} x Sy) N C] — Pr[({l} x Sy) N A] > 0.
Since Pr[C] < Pr[A4], R is monotonic, and both types have the same measure, it
follows that Pr[({r} x Sy) N A] — Pr[({{} x Sy) N A] = ¢. By the monotonicity
of Aand R, there existsaset Z C ({{} x Sy) N C (the partof the conflict zone just
above the acceptance zone of the left type) such that the measure of Zis at least ¢
and so that {r} X proj,Z € A. Thus, Y can perfectly reveal y € proj, Z, after
which Xaccepts. Otherwise Y passes, Xperfectly reveals x, and Ytakes the players’
ideal decision. QED

In the biased committee model, we can have player X pool types x = a and
x = 1 — ain the first period. For any biased committee game, this results in non-
negative slack in the right type and monotonicity will be satisfied. Starting from
the second round, the conversation proceeds as in the proof of lemma 4. Since
this is a fine conversation that is subversive for the worst case in which R is empty,
it yields a robust subversion that takes four rounds. Proposition 5 shows that this
is the shortest possible robust subversion for the biased committee model.
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PrOPOSITION 5. Any robust subversive conversation in the biased committee
model requires at least four rounds.

Proof.  Assume by way of contradiction that there exists a three-round robust
subversive conversation. It must work for conflict sets of the form C(b) =
{(x,y) € [0,1|x <y < x + b}, b € (0, 1), as they are instances of the model.

A robust subversive protocol can depend on b only at the decision stage. So
before a decision is taken, the other player must perfectly reveal her type. Other-
wise there would not be sufficient information to take a decision for every
be(0,1).

Player X cannot perfectly reveal x € [0,1/2) in round 1 and satisfy (DC) for
b>1/2. Thus for a positive measure of X’s types a decision cannot be taken in
round 2. For X to take a decision in round 3, ¥ must reveal y € [0, 1] in round 2
for all histories that follow the set of messages {o(x, A, w;) : x € [0,1/2)}. How-
ever, Y cannot do so and meet deniability, since perfectly revealing y = 1 results
in only the singleton point (1,1) € A and a positive measure of states in C. A
similar argument applies for y sufficiently close to 1. Thus a decision cannot be
taken in round 3 for a positive measure of X’s types, which is a contradiction.
QED

Unlike the biased committee model, the same four-round construction cannot
work for the biased observer model (fig. 3A). This is because for a sufficiently
close to 1/2 the continuation game with binary types {a, 1 — a} for Xwill not have
nonnegative slack, Pr[A] > Pr[C]. In fact, no construction in which pairs of Xtypes
are pooled together is possible for the biased observer model. Because the prob-
lem has zero slack, (DC) must hold with equality for all pooled pairs. But, for val-
ues of x close to 1 there is no other type with sufficiently high conflict to pair it
with and ensure zero slack in the deniability constraint. The construction we em-
ploy to prove proposition 2 reduces the problem to the three continuation games
depicted in figures 3B-3D for each of which the short conversation described
above applies.

B2. Non-iid Priors

Consider again the biased committee model for which A = Land P = Q. What
if priors were not identical but still independent? The invariance properties help
us identify robustness in this dimension. For instance, if P first-order stochasti-
cally dominates (), we can still employ the transformation to quantiles via the
relabeling property to obtain A2 £. The decision-measurability (specifically,
the subset) property then gives proposition 1. Alternatively, suppose P and Q
are tail symmetric.” From figures 2B and 2C, it is easy to see that the conversation
goes through unchanged since both conditions of the decision-measurability
property are satisfied in the continuation games in which decisions are taken.
Alternatively, the relabeling property allows us to transform the tail-symmetric
priors P and Q to uniform priors. The set A will then inherit a similar “sym-
metry” property in the transformed space of quantiles: either (x,y) € A or
(I — x,1 —y) € A. We exploit this symmetry to prove proposition 1.

% A cdf Fon [0, 1] is tail symmetric if F(x) + F(1 — x) = 1 for each x € [0, 1].
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Next, suppose that xand yare not statistically independent. Assume they admit
a strictly positive joint density g(x, y) and denote by g(x|y) and g(y|x) the
conditional densities. Fix the sets {4, C, R} such that A is monotonic; that is, if
(x,9) € A then (x,y) € A for ¥ > x and y < y. This property obtains in both
the biased committee and biased observer models.

ProrosITION 6.  Fix {4, C, R} with A monotonic. If a subversive conversation
exists when priors are given by a joint density g(x, y) then the same conversation
is subversive if instead priors are given by a joint density g’(x, y) that satisfies
(a) g(y|x)/g’(y|x) is nondecreasing in y, for all x, and (b) g’(x|y)/g(x]y) is non-
decreasing in x, for all y.

Proof.  Fix asubversive conversation under prior g. The conversation truncates
the state space into smaller continuation games that inherit both A-monotonicity
and the monotone likelihood ratio properties from the statement of the propo-
sition. To see that decision measurability extends to correlated priors, take any
history A that leads to a decision d,; € {A, R}. If the prior is g’ instead of g in
the continuation game after history 4’ the player taking the decision is still able
to separate R states from the rest and take the same decision d, = R, since pref-
erences over states have not changed, only the prior has.

We only need to check that (DC) is met following an accept decision under pri-
ors g, for a (product) set of states that is a subset of A U C, given that this con-
straint was met under g The assumed likelihood ratio conditions imply that the
ratio of joint distributions g'(x, y) /g(x, y) is nondecreasing in y for any fixed x and
nonincreasing in x for any fixed y. This implies that g’ puts less weight on the state
with the lowest xvalue and highest yvalue, which must be in C by A-monotonicity
(if C is nonempty in this continuation game). Starting at this extreme (the lowest x
and highest y values) as x increases or y decreases, g’ puts increasingly more mass
on those states relative to g. Thus by .A-monotonicity, prior g’ puts more overall
weight on A than g Since (DC) was met for g, it must also hold for prior g’. Thus,
the same conversation will continue to be subversive. QED

B3.  Uncertain Direction of Bias

Is subversion possible when the direction of bias is not common knowledge? To
allow for this possibility we consider problems that, in addition to the indepen-
dent priors Pand Q, are described by four (measurable) sets {A, C, D, R} that par-
tition the state space S. As before, A is the set of states in which both the commit-
tee and the observer would prefer to accept the proposal, while R is the set in
which all parties would agree to reject it. Also as before, C is the set of states in
which the committee is biased in favor of accepting the proposal while the ob-
server would prefer to reject it. The new set D allows for the remaining possibility:
itis the set of states in which the committee would like to reject but the observer
would prefer to accept.

Figure 13 provides a variant of the biased committee model in which D is non-
empty and so the direction of the committee’s bias is not common knowledge
at the outset. The committee prefers to accept when the state is in A U C, where
{(x,9) | y < C(x)} forsome continuous function C(-), and prefers to reject other-
wise. The observer is impartial and he prefers one alternative over the other
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Fic. 13.—Uncertain direction of bias.

depending on whether the state is above or below the diagonal y = «x; that is,
AUD = L. So the committee is biased in favor of acceptance when C(x) > x
and biased in favor of rejection when C(x) < x. We continue to assume P = Q
is invertible.

Note that the committee’s decision line C(x) is increasing and crosses the diag-
onal y = xat the point («, y). This implies that Xknows the direction of conflict
at the beginning of the game based on her own type x. Suppose she reveals it by
disclosing whether x < x" or x > x’. In the former case, Y can reject the proposal if
y >y, whileif y <y the residual state space is an instance of the biased committee
model (once appropriately rescaled) and so subversion is possible in this sub-
space via proposition 1. On the other hand, if Xreveals x > x', then Y can accept
the proposal if y < y'. Otherwise, when y > y/, the residual state space is just an
“upside down” version of the biased committee model (i.e., a “row” permutation,
with the labels “accept” and “reject” reversed). By proposition 1 subversion is pos-
sible in this subspace as well. The same argument holds for any increasing C(x),
no matter how many times C(x) intersects the observer’s decision line. The
players can adapt the initial partitioning of the state space to take into account
all the intersection points.

With uncertainty about the direction of bias, there are two deniability con-
straints, one in which the proposal is accepted and another in which itis rejected,
unlike the model introduced in section II, where we assumed D was empty so
there was only one deniability constraint. We can use the belief-based approach
to provide necessary and sufficient conditions for the existence of subversive pro-
tocols in this case. To do so, we restrict attention to finite environments, as in sec-
tion IV. Next, for each s € S, we define the subversive terminal belief set 7, (s)
under two kinds of bias as follows:

; {p e A(Sx) X A(Sy) | p[s]| > 0,p[AUC] =0,u[R]>1/2} if se RUD,
:0) { {p € A(Sx) X A(Sy) | pls] >0, u[RUD] =0,u[A] >1/2} if se AUC.
The definition takes into account both kinds of deniability constraints that the

players have to meet in a subversion. Let 7y = U575 (s).
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ProrosITION 7. Consider a finite environment and fix {4, C, D, R}. A sub-
versive protocol exists if and only if the prior u” € bico® (7).

The result is an extension of proposition 4 and its proof follows from identical
arguments. Notice from the definition of the terminal belief sets that the direc-
tion of bias will be inferred from the decision itself, namely that the state does
not belong to D (following an acceptance) or that the state does not belong to
C (following a rejection). Indeed, the direction of bias must be known by the player
about to take a decision. She can reveal this information at this point, if it has
not already been revealed earlier. For the construction of figure 13, the direction
of bias was revealed at the outset. In general, subversion is possible under uncer-
tainty about the direction of bias if and only if it is possible when some player re-
solves the uncertainty at some stage during the conversation. Uncertainty about
the direction of conflict does not create additional strategic issues with respect
to existence.

B4.  Terminal Belief Sets

Tables B1-B5 list all the terminal belief sets 7(s) for the examples of figures 7 and
8, using the fact that beliefs must be a product measure. We will refer to the col-
umns (Xs types) as left (/) and right () and the rows (Y’s types) as top (), middle
(m), and bottom (), and describe the terminal beliefs in terms of the pair (p, ¢).

TABLE Bl
EXAMPLE i OF FIGURE 7
x=1 x=r
y=1t 1{ =0,¢g=1} l{p 1L,0<g<§) :
y=b {3<p<1,¢=0} p=z5q=00Ulp=149¢=< 3
TABLE B2
EXAMPLE ii OF FIGURE 7
x=1 x=r
y=1 =00=1 L p=1.4>0)
y=>b {3<p<1l,¢g=0} pzgq=0U{p=14¢<1}
TABLE B3
EXAMPLE iii OF FIGURE 7
x=1 x=r
y=1 (p=0,¢9=1 p=14q9=1
y=12o %) {p=1,¢=0}
TABLE B4
ExAMPLE i oF FIGURE 8
x=1 x=r
y=t p=20,¢>0,¢ =0} [p—10<ql_‘}
y=m (p=0,¢>0,q¢ =0} {p= 1q1,2,1p>0}
y=1b 3<p<lg=1 Pzt a=10U0p=14¢<%¢>0




SUBVERSIVE CONVERSATIONS 000

TABLE B5
EXAMPLE ii oF FIGURE 8
x=1 x=r
y=1t $=0,0>0,=00U{p<1, ¢ =1} >0, =1}
y=m p=0,¢>0,q¢ =0} p=1¢q¢=0,¢>0}
y=1b (3<p<l.g=1 Pzt a=1Up=14¢=0 ¢>0
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