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ABSTRACT KEYWORDS

In the criminal underworld, transactions generate risk for the parties Online drugs trafficking;
involved, but in contrast to legal markets, parties are unable to turn to drug dealers; conflict;
legal recourse when cheated in a transaction. Past research has found violence; illicit market;
that many strategies can be used to manage conflicts, including self- ~ Victimization

help strategies (vengeance, discipline and rebellion, avoidance, nego-

tiation, settlement, and tolerance) and third-party interventions. In the

context of illicit drug markets, ostracism and threats or actual violence

are also strategies that have been observed. In this paper, we surveyed

49 online illicit drug market vendors to explore the conflict experi-

ences of drug dealers who participate in online and offline illicit drug

markets. The paper aims to describe the conflict and victimization

experiences of online drug dealers and to understand the mitigating

effect of technologies on these conflicts. The results indicate that

conflict and victimization experiences are rare for online drug dealers,

but there are still many situations that are not mitigated by the use of

anonymizing technologies like those used on online illicit markets. We

demonstrate how these conflicts differ between online and physical

drug markets.

Introduction

The overlap between offending and victimized populations has been identified in many
studies; offending behaviors appear to increase the risks of victimization (Deadman &
Macdonald, 2004). Here, victimization can be defined as “intentional, unwanted, nones-
sential, and harmful experiences” (Hamby et al., 2018, p. 383). The status of offenders being
victimized is even more apparent among drug dealers. Goldstein (1985) argued that the
illicit drug trade is characterized by high levels of violence and victimization. Violence here
is to be understood as “aggressive patterns of interactions” (p. 497) that can be systemic if
prevalent in the drug distribution and use setting. Goldstein suggests that three reasons
explain the drug-violence nexus: 1) drug users under the influence of illicit drugs cannot
stop themselves from victimizing others or do not realize the nature of their acts (psycho-
pharmacological reasons); 2) drug dealers have economic capital that others want to steal
(economic compulsive reasons); and 3) the stateless nature of drug markets reduces the risks
of sanctions when victimizing drug dealers (systemic reasons). Many authors have adopted
Goldstein’s (1985) stance, arguing that drug markets and drug dealers are routinely exposed
to victimization and violence (see Fagan & Chin, 1990; Pearson et al., 2001; Sommers &
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Baskin, 1997). Johnson et al. (2000) explain that the sale of illegal drugs leads to systemic
violence because it takes place outside the mainstream economy and leads to the emergence
of violent subcultures that favor assault and robbery as a means for market regulation.
However, the extent of victimization within drug markets has long been contested. Besides
the early works like Goldstein (1985), which have repeatedly characterized the illicit drug
trade as a violent and victim-prone setting, more recent works have observed that there is
relatively little violence and harm in the illicit drug trade and that victimization, while
present, is rare (e.g., Jacques & Wright, 2008; Moeller & Sandberg, 2017). While the debate
about the drug-violence nexus is ongoing, it has now shifted toward the impact of online
drug dealing platforms. Little is known about how this technological shift has impacted
risks for drug dealers. On the one hand, the anonymity and physical distance afforded by
online platforms are theorized to decrease physical violence (Martin, 2014a). On the other
hand, online drug dealers are still highly dependent on physical, in-person contacts to
source drugs with all the risks that entails (Paquet-Clouston, 2018). In addition, online
platforms may open up new opportunities for victimization, including hacking and scams.
While anecdotal claims about these processes are abundant, to date, no studies have tested
whether online drug dealing platforms impact the victimization of drug dealers.

Scholarship on victimization has often approached it through the lens of routine activities
theory. Routine activity theory states that crime occurs when a suitable target and an offender
meet at the same time and place with no capable guardian present (Cohen & Felson, 1979).
From this perspective, a convergence of these components leads to victimization. Cohen and
Felson (1979) emphasize the target suitability component in their theory where certain
lifestyles contribute to potential victimization. Drug dealers represent a unique case of
potential victims as they often have on their person drugs and money and evolve in
a setting where the state is not invited to act (Wilkins, 2001). If we apply this to the online
world, individuals’ daily patterns of routine activities in cyberspace increase the potential for
computer-crime victimization. This theory has been validated both in offline and online
settings (Marcum et al., 2010; Pratt et al., 2010; Reyns & Henson, 2016) and helps explain
how and why victimization occurs. From this perspective, drug dealers are exposed to an
important risk for victimization whether they sell online or offline. The two situations might
be regarded as very different settings as for the type of victimization and their impacts on the
victim. The main interest is how computers and anonymity technologies, which might act as
capable guardian in cyberspace (Choi, 2008), play a major role in the victimization type in
drug dealing. In this paper, we describe and measure the victimization and conflict experi-
ences of drug dealers on illicit online markets. Specifically, we rely on self-report data from 49
cryptomarket dealers to understand their risks of victimization. We first describe the
frequency and scope of victimization for online drug dealing and then focus on the vendors
who also sell drugs in offline markets. We then compare how levels of victimization differ
across online and physical markets. Our study provides one of the first empirical assessments
of victimization that drug dealers face on online platforms, the most significant factors
associated with victimization, as well as the impact of these victimizations.

Understanding online drug markets

Before 2011, the online sale of drugs was limited for the most part to the illicit sale of legal
drugs (prescription drugs) rather than the sale of illegal drugs (see, for example, Littlejohn
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et al., 2005; Menon et al., 2003; Nielsen & Barratt, 2009). Online dealers advertised on
websites and accepted payments through credit cards and wire transfers, and drugs were
shipped through regular mail. In 2011, a new breed of online drug dealing was made
possible with the launch of Silk Road (SR1), the first cryptomarket which expanded sales
to a range of illicit drugs and services (Martin, 2014a). Cryptomarkets are Amazon
Marketplace-like merchant websites run by administrators who enforce their rules through
social regulation. Independent dealers apply to become vendors on cryptomarkets and
advertise their products and services (Christin, 2013). Each dealer and advertisement
have their own web page with details such as the origin of the vendor, a description of
the product, and its price. Customers browse through or search the ads and dealers to find
a suitable provider who will ship them drugs through the regular mail. Cryptomarkets have
grown rapidly over the past years, increasing their sales from an estimated USD89 million in
2013 (Aldridge & Décary-Hétu, 2016) to over USD790 million in 2019 (Chainanalysis
Report, 2020). An important part of cryptomarket sales is for leisure drugs such as cannabis,
ecstasy, and stimulants though prescription drugs are also commonly sold on cryptomar-
kets (Soska & Christin, 2015). Although sales on cryptomarkets represent only a marginal
portion of the overall illicit drug market, the Global Drug Survey showed that 14% of drug
users in England, Australia and the United States it surveyed made at least one purchase on
a cryptomarket (Barratt et al., 2014). Cryptomarkets have an important power of attraction
for both consumers and sellers. Consumers appreciate the variety of drugs available, their
quality, and the vast amount of information available on products and dealers. Dealers value
cryptomarkets for their operational security and the number of potential customers they
can reach (Barratt et al.,, 2014). In this context, online markets represent platforms that
could, in the medium term, occupy a much more important place in the sale of illicit drugs.
The continued growth of cryptomarkets will rest in large part on the ability of anonymity
technologies to shield cryptomarket participants from arrests but also against victimization
from their peers. In a routine activity theory perspective, this feature might act like a capable
guardian protecting actor of online trade of potential victimization. Cryptomarkets are
indeed taking advantage of many technologies to increase the security and anonymity of
their participants. For instance, cryptomarkets mask the IP addresses of cryptomarkets and
their participants by requiring that participants use the Tor network (Dingledine et al.,
2004). This effectively conceals their true location. In addition, cryptomarkets protect the
messages that are exchanged between cryptomarket users (i.e., buyers and sellers)
(Rhumorbarbe et al., 2018) by using a public and private key infrastructure, which shields
against snooping by third parties like law enforcement agencies and cryptomarket admin-
istrators (also see Ladegaard, 2020). Lastly, cryptomarkets rely heavily on cryptocurrencies
for payments. Cryptocurrencies are private currencies that exist only on the internet
(Nakamoto, 2008) so that drug transactions may not be traced to a specific individual.
While online and offline drug markets both share a common purpose, the structure of
online markets is altered by the anonymous nature of the transactions (Barratt, 2012;
Christin, 2013). Importantly, drug market scholars have argued that the structure of online
markets has reduced systemic violence in the market and, therefore, victimization for drug
dealers since physical interaction is removed and because of the presence of anonymity
(Martin, 2014a, 2014b; Morselli et al., 2017; Tzanetakis et al., 2016). The threat of or actual
physical violence sometimes used in traditional drug markets is made much more difficult
by this anonymity even though dealers do have their customers’ mailing address - or
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a delivery address where the customers will show up to pick up their drugs. Also, law
enforcement is less likely to intervene in illicit online markets, and past research has found
that very few participants of cryptomarkets are ever arrested because of their online drug
dealing or buying (Branwen, 2019; Moeller et al., 2017; Tzanetakis et al., 2016). Finally,
cryptomarket participants regulate themselves using automated systems for feedback and
online forums where participants can exchange about their past experiences with each other
(Moeller et al., 2016; Tzanetakis, 2015). Administrators also offer, in many cases, escrow
services where payments are routed through the administrators’” holdings, while the drugs
are being shipped. If the drugs never make it to their intended destination, then the
payment is released back to the buyer. This provides a strong incentive for dealers not to
act opportunistically and to deliver on their promises.

Offline victimization and conflict

Violence is at the heart of the ongoing debate in the field of criminology about the drug-
violence nexus as being highly correlated to victimization and conflict within the illicit drug
trade. Violence has been observed in drug markets across space and time. Reuter (2016)
described several examples of violent events that occur within drug trafficking markets in
the US, including murders between gang members following conflicts over territory (i.e.,
“turf”) and robberies between drug sellers. In the UK, Farrall and Maltby (2003) observed
that drug offenders are significantly more at risk of receiving threats compared to other
types of offenses. In Ireland, Dooley (2001) found that, between 1992 and 1996, 15
homicides were connected to disputes about control of the supply of illicit drugs, a high
number of homicides for that time and place. More recently, Treadwell et al. (2020) showed
that drug dealers might be victims of robberies in the context of their illicit operations.
These findings can be extended to offenders in general whom all operate in parallel settings
with high occurrences of conflict and violence. There is, however, substantial variation in
the levels of conflict and violence depending on the types of activities that offenders are
involved in (Andreas & Wallman, 2009).

While victimization and violence have been shown to be a part of the reality of actors
involved in the illicit drug trade, others have argued that this violence is unusual. Indeed,
Reuter (2009) qualifies drug markets as generally peaceful, stating “violence is by no means
a common feature of illegal markets, even of markets for illegal drugs” (p. 283).
Considerable evidence supports Reuter’s claim. For instance, in a sample of cannabis
dealers, Wilkins (2001) found that violence was the least likely response when conflict
arose in drug markets. In his sample, only three percent of victims of drug-quality fraud,
instances where buyers are deceived into purchasing drugs of lesser quality, responded with
violence against the dealer. Rather, in many conflicts, buyers will “do nothing,” change their
supplier, complain to their dealer, or ask for replacement drugs. The study of Moeller and
Sandberg (2017) focuses on the strategies used by the drug supplier in case where the
vendors are unable to repay the drug they were supposed to sell. They show that the supplier
is more likely to use negotiation and refinancing over loss and revenge, which would include
violence, because they entailed recovery of resources. Collins’ (2009) book on violence
provides a good theoretical background as to why violence does not occur more often,
explaining that our emotional barriers prevent us from engaging in violence with others. If
one looks for violence, one is likely to find it; real violence would, however, be quite rare, all
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things considered (also see Coomber, 2006; Dickinson, 2017). Moreover, rather than use
violence, some drug dealers may choose to desist rather than retaliate or be victimized again
(Jacques & Wright, 2008). This victimization-termination link is quickly gathering suppor-
ters and evidence (see Green, 2019; Turanovic, 2019).

Another reason for the lower than anticipated levels of victimization and violence in drug
markets is the availability of multiple pacific strategies of conflict management. Meeson and
Morselli (2012) identify two violent conflict management strategies (i.e., assault, retaliation)
but also four nonviolent conflict management strategies (i.e., negotiation, preventive mea-
sures, third-party intervention, and no resolution). These strategies have been found to be
commonly used by offenders and translate into tolerating victimization, avoiding and
ostracizing the actors responsible for victimization, negotiating a resolution that is a win-
win solution for everyone, and asking for the involvement of a trusted third party such as
a neutral referee of an established organized crime group. Negotiation provides a solution
toward potential compensation (Hoffer, 2006; Moeller & Sandberg, 2017) and reduces
dissatisfaction or conflict. Tolerance of opportunistic wrongdoing is useful for the victim
because it allows the actor to put an end to the business relationship rather than expend
time and energy searching for the perpetrator (Topalli et al., 2002). In addition, dealers rely
heavily on a host of preventative strategies, including only entering into transactions with
trusted participants, creating relationships of dependence, or simply terminating a business
relationship after an opportunistic behavior has occurred (Reuter & Haaga, 1989).

Online victimization and conflict

Even if the anonymity offered by online markets alters the physical threat of violence against
dealers, others have suggested that it enhances other kinds of victimization. Anonymous
networks tend to reduce inhibitions among the actors who are no longer able to see and
hear visual and auditory cues (Suler, 2004; Wall, 2007). It has been observed in a context of
cyberintimidation that as a consequence of this anonymity, there is a decrease in the
empathy level toward the victim and an increase in the level of violence in the commu-
nications (Willard, 2003). The dissociation between the real and the virtual world can cause
people to act more aggressively (Patchin & Hinduja, 2006). This type of victimization
cannot be ignored since it has been shown just how emotionally distressing it can be for
victims (see Staude-Miiller et al., 2012). Also, and unsurprisingly, the time spent online
increases the risk of victimization (Bossler & Holt, 2009; Henson et al., 2013; Lindsay &
Krysik, 2012). Online drug dealers are exposed to this kind of intimidation as they are
present on forums and are continuously connected to their clients. Besides verbal aggres-
sion, other types of victimization might be observed. Barratt, Ferris, et al. (2016) note that
participants in cryptomarkets are victims of a host of issues, including financial losses due to
volatile currency markets, customs seizure of products, and financial loss resulting from
seizures of markets, scams and theft. Many consider these issues important enough to study
these forms of online violence (Aldridge & Décary-Hétu, 2016; Barratt, Ferris, et al., 2016;
Tzanetakis et al., 2016). More precisely, on drug dealers’ victimization, researchers bring up
the fact that theft is used in traditional markets as well as in online markets (Moeller et al.,
2016; Tzanetakis, 2015). For example, in an exchange of drugs, the consumer sends the
money electronically, and the assumptive seller never sends the drug and keeps the money.
Other times, the third-party supposedly responsible for ensuring the transactional well-
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being keeps the money of several people at the time. Thus, similar to offline markets,
cryptomarkets may experience high levels of theft. Doxing, revealing in part or the integral
identity of an online user (Techopedia, 2019), has also been observed online (Tzanetakis,
2015). According to Tzanetakis (2015), the process of exposing the identity of a supposedly
anonymous user can be seen as a form of imposing sanctions on a user or an administrator
when they scam others. In some cases, names, photographs, and other personal information
on various forums and social media channels have been publicly exposed online. Even if
dealing online might appear less victimizing than physical drug dealing, the anonymity of
the web does not eliminate the risk of victimization.

Due to the virtual capable guardian represented by anonymity technologies protecting
the actors of an online drug trade, the reality between online and offline drug dealing might
be very different. Victimization from online activities might be less related to threat of
physical integrity but does not necessarily decrease victimization and conflict. The impacts
on the victims are still very important to acknowledge, describe and understand.

Research problem

Victimization, in its many forms, has been extensively studied. Past research has found
conflicting results regarding the victimization and conflict episodes that drug market
participants are involved in. Online victimization of illicit drug market participants, while
newer and less researched, has also been investigated and shown to have a significant impact
on the victims. Some research has sought to understand the perception and actions of drug
users on cryptomarkets (e.g., Barratt, Lenton, et al., 2016; Morselli et al., 2017) and others
have used open-source data to model the economic interactions on cryptomarkets (ex.
Aldridge & Décary-Hétu, 2016; Décary-Hétu et al., 2016).

Past research on victimization in cryptomarkets, while undeniably rich and fertile, is
primarily based on anecdotal evidence. These works suggest that the online and anonymous
setting of cryptomarkets does protect against some forms of victimization but leaves
participants open to other types of victimization. Beside the fact that the structure is altered
by technologies, one of the reasons that might explain victimization of online drug dealers is
that, while virtual and anonymous, cryptomarkets are very much embedded in the physical
world (see Paquet-Clouston (2018) for an extended discussion). Drug dealers must source
their drugs from somewhere, and that somewhere is often from connections in the physical
world. Once a purchase is made, drugs are delivered through the mail in the physical world.
As such, even as cryptomarkets evolve they are becoming more and more embedded into
the physical world. Any investigation into the victimization of cryptomarket participants
must therefore take into account the dual nature of online drug dealing.

The aim of this paper is to describe and understand the conflict experiences of crypto-
market drug dealers and compare their drug dealing experience online to those in the
physical world. This will enable us to understand the mitigating effect of anonymity
technologies on conflicts and victimization as we consider participants’ drug dealing online
and offline. Our study extends past research by directly surveying drug dealers who are
actively selling their products in online cryptomarkets. The experience of 49 vendors
collected in a survey allows us to first describe their victimization and violence experiences,
investigating their experiences across different levels of threats. In a second series of
analysis, we then describe the sources of victimization and conflicts as well as the impact
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of victimization and conflicts. Finally, we will build a bivariate model that will identify the
strongest correlates of victimization and violence for drug dealers on cryptomarkets and in
the physical world. In fulfilling the gap in the literature on that matter, it will be possible to
better understand the conflict and victimization experiences of online drug dealers and
explain how technology can shape the negative experiences of offenders.

Data and methods
Sample

Building on past research that has succeeded in surveying cryptomarket participants (e.g.,
Bergeron et al., 2020; Guillot, 2019), we used an online survey to collect data about
victimization and drug dealing. The questionnaire used in this study includes four main
sections: online and offline drug sales, online and offline drug-related conflicts, vendor
networks, and demographics. The questionnaire was intended for sellers of illicit drugs aged
18 or older who have made at least one sale on a cryptomarket in the previous year.
Respondent participation was on a voluntary basis. The website that collected the survey
answers was not hosted on the dark web, although the respondents were recruited through
the dark web.'

During the data collection period, several cryptomarkets were targeted by the authorities,
which meant that cryptomarket domain names changed almost daily. The website https://
www.deepdotweb.com was consulted in order to know in real-time the new domain names
associated with different cryptomarkets. All active cryptomarkets (Aero, Berlusconi,
CGMC, DreamMarket, Libertas, RSClub Market, Sourcery Market, Tochka, Trade Route,
and Zion) were visited by our research team. Sellers displaying at least one cryptomarket
sale were contacted using cryptomarket internal messaging. Messages were sent to 1,092
sellers, and no incentives were promised or provided to the participants. The sellers were
contacted for the first time from September 18, 2017, to December 1, 2017. A reminder
message was sent between October 24 and December 1, 2017, to sellers previously con-
tacted. In all, 745 individuals opened the questionnaire link that was sent to them. Among
those, 133 completed it partially or completely. Only those who responded in part to the
survey up to and including the victimization and conflict section were considered for the
analysis, for a total of 49 respondents.

The question of response rate is key to any survey, offline or online. It is unfortunately
difficult to compare our response rate to that of other studies as few, if any, present the
funnel from visiting a survey website all the way down to answering all of the survey
answers. The closest study we found from Guillot (2019) received 2,961 visits from potential
participants but only collected 49 full surveys (1.7%). This compares favorably to our
survey, which also collected 49 answers, but from 745 website visitors (6.6%). Four other
surveys targeted a similar population as that of our survey. The two targeted cryptomarket
participants had a small sample size between 10 and 47 (Davies, 2017; Van Hout &
Bingham, 2014). The two other surveys reached a much wider audience of hundreds and
thousands of respondents, respectively, but also targeted online drug users and dealers in
general, not necessarily those that used the dark web (Barratt, Ferris, et al., 2016; Moyle
et al., 2019). A survey of studies that interviewed dark web participants generated similarly
small sample sizes between 4 and 17 respondents (Barratt, Lenton, et al., 2016; Felstead,
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2018; Maddox et al., 2016; Martin et al., 2020; Masson & Bancroft, 2018). This confirms that
cryptomarket participants are indeed a hard-to-reach population and that our survey is in
line with past research that targeted this population.

Table 1 presents the descriptive characteristics of the sellers in our sample. The drug
dealers in our sample reported having sold drugs online for an average of 3 years (SD = 2),
with some having just started (i.e., 0 years) and others having dealt drugs online since the
emergence of cryptomarkets (i.e., 6 years). The average revenue from cryptomarket sales is
approximately USD 34,000 per year (SD = USD 106,525); however, there is a wide disper-
sion, with some not making any sales in the prior year, and others reporting USD 704,587.
A subset of 21 dealers (43%) also reported having experience dealing drugs offline. On
average, these dealers reported much longer experience with on average 11 years of
experience (SD = 10), ranging from a minimum of 1 year to a maximum of 42 years.
Their average revenues from offline drug dealing are just under USD 10,000 (SD = USD
43,065). Dealers in our sample are very active in drug dealing with an average of 25 hours
spent dealing drugs online per week (SD = 23) and 11 hours on average spent dealing drugs
offline (8D = 13). Almost none claimed to be members of an organized crime group (N =4),

Table 1. Sample descriptive statistics.

N Minimum Maximum  Mean  Std. deviation

Years of experience dealing drugs in cryptomarkets 43 0 6 3 2
Number of weekly hours spent selling drugs on cryptomarkets 45 1 100 25 23
Revenues from cryptomarket sales 49 $0 $704,587  $34,158 $106,525
Sells drugs offline Yes = 43% | No = 57% | Missing 0%
Years of experience dealing drugs offline 19 1 42 11 10
Number of weekly hours spent selling drugs offline 17 1 45 I} 13
Revenues from offline drug sales 49 0 $300,000 $9,754 $43,605
Member of organized crime 41 Yes = 8% | No = 76% | Missing = 16%
Number of partners 41 0 10 2 3
Cryptomarket victimization scale 49 0 1,100 88 204
Offline victimization scale 21 0 420 10 60
All victimizations scale 49 0 1,100 87 209
Conflicts on cryptomarkets 49 0 428 10 61
Conflicts offline 49 0 47 1 7
Age 21 23 58 36 1"
Gender Male = 49% | Female = 2% | Missing = 49%
Highest level of education completed

No high school 4%

High School 10%

College/Technical vocation 12%

University 18%

Graduate program in university 12%

Missing 44%

Ethnic origin

White 41%

Black 2%

Asian 4%

Other 4%

Missing 49%

Continent of operation

Western Europe 22%

Eastern Europe 4%

North America 41%

Oceania 2%

Missing 31%

N = 49.
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and their average close network of collaborators has a size of 2 (SD = 3). The maximum (10)
number of collaborators is an artifact of the survey as we limited their contacts to 10.

The drug dealers in our sample are on average in their thirties (SD = 11), ranging from
dealers as young as of 23 to as old as 58 years. Of the respondents who reported their sex,
most identified as male (96%); however, the high rate of missing data for this question (49%)
may hide the presence of female dealers. The dealers in our sample are somewhat educated,
with most of them having completed at least a High School level education. About half of
the drug dealers have completed a College or higher education degree. Few drug dealers in
our sample reported their ethnic origin; however, among those who did, the vast majority
were White (80%). In line with past research, most of our sample reported operating from
industrialized Western continents in North America and Western Europe.’

Analyses

The main aim of this paper is to describe and understand the conflict and victimization
experiences of cryptomarket drug dealers. In the first series of analyses, we describe the
victimization experiences of drug dealers across different levels of threats. Descriptive
statistics are presented in the next section about the frequency of victimization according
to each as well as the distribution of the number of victimizations for all drug dealers. We
measured victimization linked to both offline and online drug dealing using eight questions,
which asked respondents the number of times they experienced each type of victimization
within the prior 12 months (see Table 2).

In the second series of analyses, the sources of victimization and conflicts, as well as the
impact of victimization and conflicts, will be analyzed. We included in our survey 7 sources
of conflicts and 4 types of impacts of victimization (see Tables 3 and 4). For each measure,
descriptive statistics are presented.

Given the small sample size, no multivariate models could be built to explain the
victimization experiences of cryptomarket sellers. We present instead a bivariate model
that identifies the most important correlates of victimization for cryptomarket drug dealers.
To examine the correlates of victimization in online and offline drug markets, we built three
victimization scales named cryptomarket, offline and general using responses to a set of
questions that asked participants the frequency with which they experienced any of eight
victimization incidents in the prior year (presented below). All respondents were prompted
to answer this question for incidents that they could link directly or indirectly to their
activities selling drugs on cryptomarkets. For respondents who had also indicated they had
sold drugs offline, they were again prompted to answer the same set of victimization
questions again; however, directed to only report incidents that they could link directly or
indirectly to their activities selling drugs offline in face-to-face exchanges. Responses to
these questions were then converted into a scale, that ranked the items according to
seriousness, from less serious items (e.g., 1. “Someone sold you a lesser quality drug than
advertised”), to more serious items (e.g., 8. “Someone attacked you and caused a serious
injury (did require hospitalization). We then multiplied the frequency with which they
reported each victimization item by its seriousness and summed it across all victimization
items. So, for example, if someone was sold twice a drug of lesser quality advertised online
(2 x 1), and this same person was threatened online with no weapons involved three times
(3 x 5), the online victimization score would be 17 (2 x 1 + 3 x 5).
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Table 2. Distribution of victimization.

Victimizations linked to cryptomarket drug dealing

Std.
N Minimum Maximum Sum Mean Deviation

Someone sold you lesser quality drug than advertised 49 0 100 303 6 18

Someone stole (or attempted to steal) something belonging to 49 0 100 379 8 24
you worth less than $500

Someone stole (or attempted to steal) something belonging to 49 0 100 253 5 20
you worth more than $500

Someone hacked/sent you a virus (or attempted to hack/send 49 0 100 282 6 20
you virus) that affected your vendor account

Someone threatened you (no weapon involved) 49 0 100 225 5 16

Someone threatened you with any weapon (ex. gun or knife) 49 0 11 16 0 2

Someone attacked you but did not cause a serious injury (did not 49 0 10 15 0 1
require a hospitalization)

Someone attacked you and caused a serious injury (did require 49 0 2 3 0 0
hospitalization)

How many times, in the past 12 months someone did something 49 0 100 107 2 14

else happen to you

Victimizations linked to offline drug dealing

N Minimum Maximum Sum Mean Std.

Deviation
Someone sold you lesser quality drug than advertised 21 0 100 116 6 22
Someone stole (or attempted to steal) something belonging to 21 0 100 105 5 22
you worth less than $500
Someone stole (or attempted to steal) something belonging to 21 0 1 2 0 0
you worth more than $500
Someone threatened you (no weapon involved) 21 0 16 18 1 3
Someone threatened you with any weapon (ex. gun or knife) 21 0 3 7 0 1
Someone attacked you but did not cause a serious injury (did not 21 0 4 6 0 1
require a hospitalization)
Someone attacked you and caused a serious injury (did require 21 0 0 0 0 0
hospitalization)
How many times, in the past 12 months someone did something 21 0 0 0 0 0
else to you
(1) Someone sold you lesser quality drug than advertised

2)
€)
(4)
(5)
(6)
(7)

(8)

Someone stole (or attempted to steal) something belonging to you worth less than
500 USD

Someone stole (or attempted to steal) something belonging to you worth more than
500 USD

Someone hacked/sent you a virus (or attempted to hack/send you virus) that affected
your vendor account

Someone threatened you (no weapon involved)

Someone threatened you with any weapon (ex. gun or knife)

Someone attacked you but did not cause a serious injury (did not require
a hospitalization)

Someone attacked you and caused a serious injury (did require hospitalization)

This scale represents more closely the intensity of victimization than a simple count of
victimization events and is more strongly correlated with the variables in our model. We
replicated this methodology to evaluate the conflicts which emanated from our survey
participants (when survey participants victimized others on cryptomarkets and offline). We
use Spearman’s Rho (Spearman, 1910) correlation to compare the status of selling drugs
offline, the years of experience, the types of drugs sold on cryptomarkets and offline, the
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revenues generated from dealing drugs on cryptomarkets and offline, the conflicts gener-
ated by drug dealers and co-delinquency with the scales of victimizations.

Results

Cryptomarket drug dealers can be victimized in many ways while conducting their drug-
dealing business online. Table 2 presents the types of victimizations that cryptomarket drug
dealers have been exposed to.

The prevalence of victimization linked to cryptomarket drug dealing appears to be quite
low on average. Indeed, the most prevalent victimization is for someone stealing less than
500 USD worth of products or money (M = 8; SD = 24). Most other types of victimization
rate have a similar average that range between 5 and 6 occurrences in the last year. More
serious victimization all have an average of 0 occurrences over the past 12 months and sums
of victimization is under 20 across all cryptomarket drug dealers. A limited number of
cryptomarket drug dealers are also active in offline drug dealing. Their victimization linked
to their offline drug dealing follows a similar pattern and shows that the victimization is
even less common based on the averages of victimization. The most common victimization
is for someone selling the drug dealers a drug of lower quality (M = 6; SD = 22). There
appears to be little to no violent victimization among the subset of drug dealers involved in
offline drug dealing.

Figure 1 presents the number of victimization for all drug dealers of the sample. For all
drug dealers, the most frequent number of victimization is between 1 and 10. About a fifth
of the dealers are never victimized in the past 12 months, while under 10% are victimized
over 100 times. Cryptomarket drug dealers that also deal offline follow a different pattern,
with the most frequent category being 0 victimization in the past 12 months. Very few, if
any, offline dealing leads to over 100 victimizations.

Very few drug dealers were aware of the reason for their victimization or were willing to
share that reason as shown in Table 3. Most victimization reasons appear to be economically
motivated with either greed or market shut down being presented as the reason. Over half of
our sample would not or could not mention the source of their victimization. The same was

30
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Figure 1. Count of victimizations linked to cryptomarket and offline drug dealing.
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Table 3. Causes of victimization linked to cryptomarket and offline drug dealing.
Linked to cryptomarket  Linked to offline drug

drug dealing dealing
He/she wanted to get back at me for having previously insulted or 2% 0%
attacked him/her
He/she wanted to maintain his/her reputation 2% 10%
He/she wanted to recover, take back something that | had taken (e.g., 2% 0%
property, money, drugs)
He/she was intoxicated (e.g., drug or alcohol use) 6% 0%
He/she was greedy 10% 0%
Market exit scammed or was taken down by law enforcement 8% 0%
| do not know/Would not say 70% 90%
N =39 N=38

Table 4. Impacts of victimization linked to cryptomarket and offline drug dealing.
Linked to cryptomarket drug Linked to offline drug

dealing dealing
No impact on your activities selling drugs or daily life 54% 29%
Short-term (up to a month) impact on your activities selling drugs 22% 4%
or daily life
Long-term impact (more than a month) on your activities selling 2% 0%
drugs or daily life
| would rather not say 22% 67%
N = 49.

true for offline dealers with only two mentions about maintaining a reputation as an
explanation to victimization.

In addition to being rare, victimizations linked to cryptomarket drug dealing had in most
cases no impact on the drug selling activities or daily life of sellers (N = 26). About a quarter
of sellers reported a short-term (less than a month) impact on their drug selling and daily
activities (N = 11), while 1 reported a long-term impact. Victimizations linked to offline
drug dealing follows the same distribution. In both cases, a significant number of subjects
(Online = 22%; Offline = 62%) would rather not say what impact their victimizations had,
leaving open the possibility of a more serious impact of victimizations.

Table 5 presents the correlation between the scales of victimization on cryptomarkets,
offline and all victimizations, and the characteristics of vendors. Our results suggest only
a limited number of factors are correlated with cryptomarket victimization. The years of
experience selling drugs on cryptomarkets is positively correlated with higher victimization
on cryptomarkets, suggesting that a longer career exposes drug dealers to higher levels of
victimization. This is contrasted with some past research that finds that experienced
vendors are better equipped to evade victimizations. In online markets, only one type of
drug - amphetamine - is correlated with higher cryptomarket victimization. This drug is
associated with higher conflicts in offline dealing, and this result suggests that the risks of
dealing that type of drug may perhaps also translate to the virtual world.

The offline victimization scale is correlated with dealing in any drug type, with the
exception of dealing heroin. The strongest correlation is between dealing prescription drugs
offline. Drug dealers’ revenues earned in both online and offline drug markets are also
correlated with the offline victimization scale. Offline revenues are more correlated to
offline victimization scale than online revenues. Finally, offline conflicts are correlated
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Table 5. Correlation of victimization scales with sample characteristics.

Cryptomarket victimization Offline victimization All victimizations

scale scale scale
Selling drugs offline - 0.552** -
Years of experience dealing on 0.310* - -

cryptomarkets

Years of experience dealing offline - - -
Selling on cryptomarkets
Amphetamine 0.292* - 0.349*
Cannabis - - 0.306*
Selling offline
Amphetamine - 0.282* -
Cannabis - 0.386** -
Cocaine - 0.394** -
Ecstasy - 0.447** -
Mushrooms - 0.475** -
Methamphetamine - 0.355*% -
Prescription - 0.602* -
Other - 0.308* -
Revenues on cryptomarkets - 0.333* -
Revenues offline - 0.578** -
Conflicts on cryptomarkets (scale) - - -
Conflicts offline (scale) - 0.365** -

Member of organized crime - - -
Number of partners - - _

~ Non-significant results are indicated by a “ — “ in Table 5.
*p<.05.
**p<.01.

with offline victimization. This suggests the presence of retaliation relationships in offline
drug markets that is not necessarily seen in online markets. Indeed, victimization is either
the source, consequence or merely a correlate of offline conflicts. There were no significant
relationships between online conflicts and online victimization. Finally, dealing cannabis
and amphetamine on cryptomarkets is positively and significantly correlated with overall
victimization. All other variables were not significantly correlated to the all victimizations
scale.

Taken together, these results suggest that different factors impact online and offline
victimizations and that the two types of victimizations may be best understood through the
different realities they take place in.

Discussion
Level and type of victimization

Victimization is a relatively rare occurrence for cryptomarket drug dealers in our sample.
This echoes past research by Reuter (2009), who find that illicit drug markets are more
peaceful settings than previously believed. Most victimizations in our sample were of low
intensity and linked to theft rather than physical violence. Past research has suggested that
the risks of violence are low in cryptomarket drug dealing and our results replicate this
finding. There is, therefore, some support in our data for the harm reduction potential of
cryptomarkets. Our results show that most of our sample was not victimized in the last
12 months. We found, however, that 10% of the sample had been victimized over 100 times.
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It is apparent that a small number of subjects are over victimized while most subjects in our
sample are not victimized at all. This is in line with the literature on victimization. For many
types of crime, it is well established that victimization happens to a small proportion of the
population and that being victimized is a strong predictor of future victimizations (Farrell
et al.,, 1995). For example, Lynch et al. (2002) confirmed that prior burglary victimization
was positively related to subsequent burglary victimization. This over victimization might
be explained by the propensity of those victims to adopt risk-taking behaviors (Barroso
et al., 2008; Combs-Lane & Smith, 2002; Hodges et al., 1997). Technology may, therefore,
not shield market participants from repeat victimization and could perhaps, in some cases,
even worsen repeat victimizations as information about past victims can be shared online.
The online behavior of individuals might be related to the different levels of victimization,
as the routine activity theory states. The results of Choi’s study (2008) demonstrate that
online lifestyle and digital guardianship are all important aspects of a model delineating
patterns of computer crime victimization. Therefore, the presence of the capable guardian,
which could be thought of as the anonymity technologies, is not enough to explain
victimization online. There is a part of the victim behavior online that we cannot grasp in
this study, but that contributes to the different levels of victimization.

Most victimization reported in our survey was linked to cryptomarket rather than offline
drug dealing. Out of the 49 subjects in our sample, only 21 also conducted drug deals in
offline markets. This enables us to provide insights, although without generalizing, on the
profile of online and offline victimization of drug dealers. We observed all types of
victimization, from bad drug quality to theft and physical aggression in online dealings;
we observed a subset of those in offline drug dealing. This difference might be due to the fact
that the target of our survey was online drug dealers. Our results, therefore, probably
represented more of the victimization of online drug dealers and only partially that of
offline drug dealers. Of course, our limited sample prevents us from generalizing this
statement to all drug dealers.

Still, it is conceivable for online and offline drug dealers to present different profiles with
different levels of victimization. Still, the low level of offline victimization begs the question
as to the transferability of skills from the online to the offline setting. Factors like low scores
of openness (Van de Weijer & Leukfeldt, 2017), high information security awareness, low
levels of impulsivity (Hadlington & Chivers, 2020), older age, and legal employment status
(Hadlington & Chivers, 2020) are all linked with lower scores of online victimizations.
Online dealers who begin their careers online could develop these traits and skills and
transfer them to their offline business, reducing their offline victimization. Future research
should look at the nexus between victimization and the associated traits to better under-
stand how traits and skills prevent victimization in online and offline settings. Similar traits
would increase movements between the two settings and shape different transformations in
the illicit trade in the future.

Along with the differences of victims’ individual factors, a parallel can also be drawn with
the personality of offenders that difters significantly between online and offline offenders. If
we take the example of sexual crimes, the personality of individuals acting out in real life is
very different than that of perpetrators acting online. Babchishin et al. (2010) observed
significant differences between those two groups regarding demographic factors such as age
and education, and psychological characteristics, such as offense-oriented attitudes, empa-
thy, and emotional deregulation. Researchers also report higher levels of sexual deviance
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among online offenders rather than among offline offenders (Babchishin et al., 2010; Briggs
etal.,, 2011). Online perpetrators also tend to have more relationship stability problems than
real-world offenders (Seto et al., 2012). Therefore, if drug dealers of the sample that act
offline present different individual factors like better relationship skills, it might explain why
they are less likely to be victimized online.

Causes and impacts of victimization

Very few drug dealers were aware of or willing to share the reasons for their victimization.
Most victimization causes appear to be economically motivated, with either greed or market
shut down being mentioned. This is in line with past literature that exposes the causes of
victimization as being tied to reputation maintenance, loss recovery, and vengeance
(Moeller & Sandberg, 2017; Topalli et al., 2002). While over half of our sample would not
or could not mention the source of their victimization, the same was true for offline dealers,
with only two mentions about maintaining a reputation as an explanation to victimization.
Staude-Miiller et al. (2012) show how emotionally distressing computer crime can be for
victims. Nevertheless, among the participants of this study, victimizations linked to crypto-
markets and offline drug dealing had, in most cases, no impact on the drug selling activities
or daily life of sellers. Some report short-term impact, but a significant number of partici-
pants would rather not say what impact their victimizations had, leaving open the possibi-
lity of a more serious impact of victimizations. Future research should consider
investigating more how victimization impacts drug dealers and whether it could lead to
desistance (Jacques & Wright, 2008).

Contributing factors

Studies on drug markets have shown that the markets of certain types of drugs are more
prone to victimization than others (Lo et al., 2008; Reuter, 2009; White & Gorman, 2000;
Wilson, 1990). However, the results of the present study do not support this assumption as
the type of drug sold was not correlated with victimization of online trading. This suggests
that using cryptomarkets to sell drugs instead of traditional means influences the impact of
victimization in the sense that it could decrease the risks associated with the sale of harder
drugs like heroin and cocaine. Another benefit of anonymity technologies could therefore
be to uniformize the curb of victimization.

The status of co-delinquency is another important result that differs from previous
literature on traditional drug dealing. Research has stated that being in organized crime
groups increases the risks of being a victim of violence (Taylor et al., 2007). The amount of
victimization and the experience of violence decreases significantly as soon as a member
desists from organized crime (Peterson et al., 2004). Without being a member of a group,
drug dealers might act with partners. Many researchers have documented the fact that
partnership leads to arguments, fights, and violence (Brownstein et al., 1995; Desroches,
2003). This violence, even between only two individuals, might be explained by the fact that
there is a great deal of movement in the business structure, frequent shifting of business
partners on both buying and selling ends (Adler & Adler, 1982). Dishonesty and the
inability to live up to promised responsibilities keep drug dealers most concerned with
their own protection against police informants and about the establishment of their
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business (Adler & Adler, 1982). It is, however, not the case in the results of this study. When
we control for the presence of partnership among drug dealers, having a partner is not
correlated with the scale of victimization. Here again, anonymizing technologies could be
the source of harm reduction benefits by limiting the possibility of at least violence in
criminal business ventures.

Limits and future directions

This research sought to overcome one of the main limits of past papers, namely the reliance
on shallow but wide datasets traditionally used to study cryptomarkets. Past work has
primarily relied on retrieving digital trace data directly from cryptomarkets. These collec-
tions of listings and vendor profiles provide valuable insight into the scope and scale of
markets; however, sharing little light on the actual experiences of cryptomarket participants.
Unfortunately, these same participants represent a hard to reach population, especially in
the case of drug dealers. Past research (for example, Martin et al., 2020) managed to
interview a little over 10 drug dealers, but the size of samples remains extremely limited
in all past research. In addition to this, victimization and conflict experiences are sensitive
topics for surveys which have had traditionally lower response rate than surveys about more
neutral topics (Tourangeau & Yan, 2007). Our sample of 49 subjects is in the upper tier of
past research that has used interviews or surveys to better understand online offenders.
Future research should aim to increase samples of online offenders, or, at the very least, to
replicate studies like ours to extend the generalization of findings. In the meantime, it is
essential that our findings be understood as exploratory and not generalizable to all online
drug vendors.

Moreover, we reported on the experiences of cryptomarket drug dealers at a specific
time, and these experiences may evolve over time. Technologies change, and so does interest
in cryptomarkets. Past findings by Chainanalysis (2020) suggest a certain stability in
cryptomarkets over recent years. It is possible, however, that future changes in technology -
such as the adoption of same-day deliveries by couriers rather than mailing packages -
could impact the nature of experiences of cryptomarket participants.

Finally, given the anonymous nature of our survey, it is unfortunately not possible to
compare our sample to that of cryptomarket drug dealers in general. It is possible that
the individuals who elected to respond to our survey differ in meaningful ways from
those who refrained. We took additional steps to secure the anonymity of study
participants to encourage response rates (see Data and Methods); however, our research
design is unable to tease out how non-respondents differ from respondents. This, in
addition to the size of our sample, prevents us from generalizing our findings to all
cryptomarket drug dealers. Similarly, all findings in this study are exploratory, and the
research design precludes us from making any claims of causality. Still, our findings
could steer future research and provide hypotheses to be tested in future works. We
have no reason to believe that one factor or another prevented drug dealers from
participating as our subjects have very different backgrounds, ages, origins, locations
and experiences.

Further research should compare samples of offline and online drug dealers to determine
if the frequency and intensity of victimization are different for the two samples. Further
research should also seek to increase the sample size to better model the impact of
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important variables such as the level of revenue, the link with organized crime, and the
sourcing of drugs for online drug dealers.

Conclusion

The main contribution of this paper is that it constitutes an inventive attempt to uncover
online drug dealing victimization. Studies demonstrate that the online and dark setting of
cryptomarket acts as a form of harm reduction against some forms of victimization but
leaves cryptomarket participants open to other types of victimization. The aim of this paper
was to describe and understand the conflict experiences of cryptomarket drug dealers.
A survey of 49 drug dealers enabled us to describe and understand the conflict and violence
experiences of online drug dealers as well as how technology can shape the negative
experiences of offenders. Even if our results point in the direction of victimization as
a relatively rare occurrence for cryptomarket drug dealers, because of the small sample
size of cryptomarket drug dealers as well as the low frequency of victimization, the results
failed to identify many significant correlates of victimization. Our results question some
past findings which tied victimization to group offending. Contrary to the literature, we
could find a significant relationship between having a partner and the scale of victimization.
Also, because of the selection criteria of the survey, subjects were less likely to report offline
rather than online victimization. Indeed, we focused on drug dealers with online activities
that did not necessarily have offline activities or offline activities of equal or greater
intensity.

This study does not aim to settle the debate on the drug-violence nexus but rather to
stimulate future debates with new empirical data that has wide-ranging implications.
Indeed, while drug dealers were among the first to adopt en masse these anonymity
technologies, other types of offenders are quickly following their lead in one way or another.
Extortionists now require their payments to be made in cryptocurrencies and to commu-
nicate with their victims through encrypted channels. Counterfeiters are taking advantage
of anonymity technologies to provide not only counterfeit products but untested perfor-
mance enhancing drugs and prescriptions. Pedophiles are exchanging pictures through the
Tor network and using anonymity technologies to communicate with and lure children.
These cases put in evidence the “going dark” problem. The phrase signifies that law
enforcement will be facing increasing challenges when investigating crimes due to its
anonymous nature and that traditional techniques need to be adapted to the changing
nature of offenses. The same can be said of future research that will need to adapt to this new
reality. As such, understanding anonymity technologies, online markets and online victi-
mization maybe a smaller issue in criminology today but is poised to take in the very near
future a much larger significance.

Notes

1. In order to maintain the anonymity of the respondents, all unessential technologies such as
JavaScript were disabled, and no tracking of respondents was put in place. All answers were
saved daily to a text file automatically.
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2. Similar proportion have been observed in previous studies for the origin of online drug market
participants (e.g., Bergeron et al., 2020; Demant et al., 2018).
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