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Abstract—Currently, the Dark Web is one key platform for
the online trading of illegal products and services. Analysing
the .onion sites hosting marketplaces is of interest for law
enforcement and security researchers. This paper presents
a study on 123k listings obtained from 6 different Dark
Web markets. While most of current works leverage existing
datasets, these are outdated and might not contain new
products, e.g., those related to the 2020 COVID pandemic.
Thus, we build a custom focused crawler to collect the
data. Being able to conduct analyses on current data is of
considerable importance as these marketplaces continue to
change and grow, both in terms of products offered and
users. Also, there are several anti-crawling mechanisms being
improved, making this task more difficult and, consequently,
reducing the amount of data obtained in recent years on
these marketplaces. We conduct a data analysis evaluating
multiple characteristics regarding the products, sellers, and
markets. These characteristics include, among others, the
number of sales, existing categories in the markets, the origin
of the products and the sellers. Our study sheds light on
the products and services being offered in these markets
nowadays. Moreover, we have conducted a case study on
one particular productive and dynamic drug market, i.e.,
Cannazon. Our initial goal was to understand its evolution
over time, analyzing the variation of products in stock and
their price longitudinally. We realized, though, that during
the period of study the market suffered a DDoS attack which
damaged its reputation and affected users’ trust on it, which
was a potential reason which lead to the subsequent closure
of the market by its operators. Consequently, our study
provides insights regarding the last days of operation of
such a productive market, and showcases the effectiveness
of a potential intervention approach by means of disrupting
the service and fostering mistrust.

Index Terms—Crawler, Web Scraping, Dark Web, Drugs,
Dark Marketplaces

1. Introduction

Nowadays, most of the content on the Internet, esti-
mated at 95% [1] in 2020 and known as the Deep Web,
is not indexed by search engines such as Google. Part of
these sites are hosted in The Onion Router (Tor) network,
which is intended to provide anonymity both to clients
navigating the network, and also to service providers by
means of . onion sites. These sites can be easily accessed
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through a special browser, which inherently creates a
circuit (an anonymous networking path between a source
and a destination). This, together with other mechanisms
such as encryption, allows users to navigate the so-called
Dark Web anonymously, making it hard for third parties
to track the network traffic and to locate the actual hosting
of .onion sites. However, to access these sites, it is nec-
essary to know the URL beforehand, or to use specialized
services such as the the Hidden Wiki [2] or custom search
engines [3].

Due to anonymity provided [4], the Dark Web has
attracted miscreants to carry out different illegal activities.
One of the most widespread of such activities is the
trading of illicit products, such as drugs, hacking material,
weapons or child pornography [5]. The trading in the Dark
Web usually occurs in dedicated black markets, some of
them specialized in certain products, while other having
a general purpose [6]. In order to sale and buy these
products, sellers and buyers need to have an account the
marketplace. It is indeed possible to create one on each
of them, since it is in their interest to increase the number
of users and, therefore, potential customers to offer and
buy the products.

These marketplaces provide sellers with a platform
that preserves their identity and facilitates communication
with their customers. Some of the most famous market-
places by the end of 2021 are: ToRReZ Market, DarkOde,
DarkFox Market or ASAP Market. A common pattern
of all these markets is that the commonly focus on the
selling of drugs [7], and also digital goods (e.g., porn,
credit cards, pirate (fake) software, hacking material, etc.).
Moreover, with the 2020 pandemic, the volume of trading
in such marketplaces has increased, possibly due to the
lockdown effect [8]. Besides these two categories, other
categories which might pose higher risks to society are
also prevalent. These are harder to reach and detect, and
include the trading of military weapons, hitmen, child
pornography, human trafficking or terrorist movements
[9]. It is thus important to understand what these activities
are, and how they evolve in order to intervene on them.

Unlike the traditional web, it is difficult to index and
compile all the existing information in the Dark Web.
Given the ample offer of products! for sale with a rel-
atively viable access for any user, it is of vital impor-
tance to know as much as possible all the information

1. In this paper, we use the term listing and product indifferently since
we do not analyse the presence of duplicates.
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related to these markets: users, sellers, products, amount
of sales, origin of shipments, etc. For this purpose, focused
crawlers are used [10], [11], a type of software designed
and developed to navigate through the different websites
(in this case marketplaces) obtaining and processing all
the information (scraping) that exists on these pages. This
allows to get offline snapshots of the content and make
a subsequent analysis, which allows to know as much as
possible about these transactions considered illegal with
the intention of reducing or eliminating their activity.

In this work, we present a crawler that connects to
the Dark Web marketplaces and scrapes the information,
obtaining the data for all the listings (products or services
being offered) and the users registered in that marketplace.
We use the crawler to conduct an analysis on 6 Dark Web
markets. In summary, our main contributions are:

1) We describe a crawler capable of collecting data
from Dark Web marketplaces. This crawler deals
with modern anti-scraping techniques.

We collect more than 123k listings from 6 dif-
ferent markets, and conduct an analysis the data.
We confirm that the most prevalent category of
products relate to drugs. We also analyse the
geography of the sales (i.e., origin and destination
of the offered products) and also the vendors.
Finally, with an initial attempt of conducting a
longitudinal analysis, we select one productive
and dynamic market to conduct periodic crawls
and get different snapshots over time, in order to
understand its evolution. Concretely, we choose
Cannazon market, due to its large volume of
sales [8]. During the period of study, the market
suffered a DDoS attack, and then it was suddenly
closed. We provide insights on the latest moments
of the market, and analyse the relationship of the
different variations in the stock and prices of the
products with the attack and the closure of the
site.

2)

3)

Overall, we believe that our paper provides new in-
sights on the cybercrime operations carried out in the Dark
web, as well as potential intervention approaches for law
enforcement officers. To foster research on the area, and
to allow for reproducibility, we open source the code for
the crawler.?

2. Background and related work

Darknet markets are online marketplaces hosted on
the Dark Web which are usually used for selling illegal
goods and services, such as drugs, pornography, digital
fraud, or weapons, in a way that transactions are car-
ried out through cryptocurrencies. The analysis of these
markets within the Dark Web represents an interesting,
yet challenging problem within the field of cybersecurity
due to the popularity acquired by these services in recent
years with the aim of obtaining illegal products or services
[12]. The problem arises due to the anonymity offered

2. https://github.com/vicviclablab/darkmarkets_crawler
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by Tor’s hidden services which make it difficult for law
enforcement to track down all types of criminals.

Different types of analysis has been proposed to find
cybercrime activities in the DarkWeb. For example, by
exploring its structure [13]. Also, by finding out where
the servers are located or tracing users of terrorist forums
[14]. In this way, more information about these individuals
can be obtained, to deter and stop these activities.

As previously mentioned, the Dark Web consists of a
small percentage of the Deep Web, so in order to analyze
these markets, it is also important to know in what context
it is located. For this purpose, more modern techniques
are emerging, providing crawlers with the ability to au-
tomatically discover search forms [15] or even crawlers
supported by artificial intelligence (e.g., for learning the
structure of the site being crawled [16], [17]), focused on
obtaining a picture of the real size of the Deep Web and
all existing URLSs, navigating from one to another.

However, obtaining this structure does not provide
information on all the products and services offered on the
Dark Web marketplaces and, although there are currently a
large number of manuals on how to scrape “normal” web-
sites accessible from any browser anonymously through
the Tor browser, there is little information on scraping
onion websites belonging exclusively to the Dark Web.

In recent years, considerable progress has been made
in the study of the Dark Web, following the first successful
takedown of an anonymous marketplace known as Silk
Road in October 2013. But this spurred this ecosystem of
marketplaces to re-emerge stronger and in greater num-
bers, with at least 16 different marketplaces reported in
2015 [18]. Thanks to these studies, collections of up to 1.6
TB containing information on 89 marketplaces and more
than 37 related forums have been obtained and are now
public [19]. Despite the popularity of this dataset in the
research community [20] [21], the contained information
is outdated. In addition, due to the advancement of these
markets and technology in recent years, it has become
more difficult to collect this information because it is
less accessible, more security measures have been added
such as CAPTCHAs that are more difficult to resolve
and other similar mechanisms that make crawling more
difficult [22].

In fact, most of the crawlers found related to the Dark
Web focus on obtaining its structure by removing all the
links present on a page and accessing recursively until no
more new links are found to browse, in order to obtain
new hidden Dark Web sites [23] or even companies that
offer customized services to obtain this data [24], but
there are hardly any recent crawlers focused on obtaining
the existing information in each market with the aim of
analyzing this data publicly.

In November 2020, OWASP presented a new project
called TorBot [25], focused, like the tools mentioned
above, on obtaining the largest possible number of URLs
by analyzing the relevance of each of them and finally
returning the most relevant of them all. It has other
features such as obtaining e-mails. However, the storage
of the links obtained in a database is not yet implemented,

Authorized licensed use limited to: Universite de Geneve. Downloaded on July 11,2022 at 15:13:32 UTC from IEEE Xplore. Restrictions apply.



which is a key property required for this work.

In any case, in spite of being found to a lesser extent,
in the last two years crawlers have been developed that
are more focused on obtaining information on products,
categories, users, countries, etc. [26] [27], which is essen-
tial if a statistical analysis of these illegal activities is to
be carried out. But it is important to note how fast these
markets are advancing, with a crawler that obtained a total
of 6387 products from a market in 2019 [28] [29], and
now in 2021 there are several markets with between thirty
and forty thousand products. Additionally, recent works
have studied the effect of the COVID’20 pandemic in the
Dark Web activities. [30] [31] [32].

While it was relatively easy to scrape a Dark Web
marketplace in 2015, today the mechanisms to prevent this
have been modernised, making the task considerably more
difficult. Because of this, there are hardly any crawlers
today that focus on the content of a Dark Web market-
place, but rather on the links present and the relationships
between websites as a search engine might do. We thus
develop for this work a custom tool that allows to analyse
in detail the products and services offered on the black
markets of the Dark Web.

3. Methodology

In order to gather all the market information men-
tioned in Section 2, it is necessary to make a connection
just as the Tor browser does, creating a circuit of nodes,
using at least one node that serves as an exit node in
this circuit detailed in Subsection 3.1. For this purpose,
we develop a custom software, that relies on the popular
Selenium library for web crawling and scraping, and stores
all the content in a relational database (SQLite).

3.1. Software architecture and crawler operation

The proposed system implemented is composed by
four components:

o Connection Manager, responsible for making the
connection to access .onion sites through a
set of parameters and a proxy with the Firefox
browser. It allows to choose an user agent and an
exit node, that can be changed at each execution
to reduce the chances of detection by the markets.
The driver is then obtained through the Selenium
library which allows scraping the content from
each market.

e Data collector. The system modulates the data
collection tasks to dedicated functions tailored to
each of the different markets, i.e., which adapts
to their particular structures. These functions are
basically two for each market:

Function in charge of obtaining all the links
of the products browsing along all the ex-
isting categories in the market and saving
each of these URLs in a file.
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Function in charge of accessing all the
URLs in the previously mentioned file with
a logic to delete the ones that have already
been processed and thus keep the pend-
ing ones in the file (in order to have a
record of which ones have already been
processed). Subsequently, it accesses all the
fields of each product and stores them in the
database.

o Database Manager. The system includes a rela-
tional database, where the information obtained
by the previous component is stored. This mod-
ule allows to manage the DB connections and to
conduct the necessary queries for inserting and
selecting the data.

The details on the working procedure of the crawler
are shown in Figure 1. As it can be observed, it receives
three different input parameters, i.e., the name of the
marketplace, the port through which the circuit will be
created to access Tor, and the name of the file where
the URLs of all the products of that marketplace will be

stored.
market, port, market.txt
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Figure 1: Structure and workflow of the crawler.
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The working flow is separated into two main flows:
collecting the URLs of all the products to save them in a
file (when the file does not exist) and obtaining the infor-
mation of each product in that file (when the file already
exists). The first and second steps are common to both pro-
cesses, centered on the creation of a circuit (Fig. 1, Step
I), which uses the previously mentioned port parameter to,
via the Stem library, connect using the Tor control proto-
col. In the next step (Fig. 1, Step II), the database belong-
ing to each market is linked (creating it if it does not exist)
and the driver is obtained with the Selenium library, which
is connected through Firefox, being necessary to modify
some preferences such as network.dns.blockDotOnion to
False or network.proxy.sock_remote_dns to False, among
others, to be able to access the .onion sites, together with
the changes of Step L.

From here, the program flow that occurs when the
file with the URLs of the products does not exist (Fig. 1,
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red part, left side) is based on the connection to the corre-
sponding marketplace. This is done in such a way that the
URL is checked to see which marketplace it belongs to,
and whether the scraping function is done. If so, the flow
is derived to the specific function of that marketplace and
that is where it starts navigating between the product pages
with the aim of getting all the existing product URLs
at that moment (Fig. 1, Step III). In case a CAPTCHA
appears or a login is required, the program stops and
waits for the CAPTCHA to be resolved manually, which
then allows the crawler to proceed automatically for the
remainder tasks. This human involvement limits the oper-
ation of the crawler, but the design is flexible enough in
such a way that an automatic CAPTCHA solver could be
integrated®. The frequency with which these CAPTCHAs
appeared varied slightly from one market to another and
did not follow an specific pattern.

Once the market pages have been accessed, the URLs
of all the listings are stored in a separate file, passed as a
parameter (Fig. 1, Step IV). This prevents missing URLs
even in the event of a crash during the crawling process.
The URLs for a market are then visited and the products
are scraped (Fig. 1, Step V) to collect all the desired
information. This logic prevents to lose the information
already obtained in case the connection fails. Indeed, once
a product is obtained, it is saved in the database (Fig. 1,
Step VII) before accessing another one and, in addition,
the URL line of the file is removed so as to have a record
of the products already viewed. For the vast majority of
data obtained from each product, it is necessary to process
the information using regular expressions (Fig. 1, Step VI)
in order to discard any information that is not relevant for
subsequent analysis.

Due to the size of some markets, the crawler works in
parallel by means of a script that separated all the product
URLs into several files and launched as many tasks as
there were files. This way, the required time to obtain
the products can be reduced. However, to avoid flood-
ing the target servers with multiple requests (see ethical
discussions below) we limit to 6 the maximum number
of parallel processes. In addition, a delay of 10 seconds
was also added to each requests, to avoid saturating the
server and, at the same time, to avoid being recognized as
a bot and thus reducing the chances of being challenged
by a CAPTCHA. As a result of all the previous steps, a
database with all the products for each of the markets is
ready for data analysis.

Ideally, once the crawler finishes the first phase, it
automatically starts reading the list of URLs and starts
working on obtaining the information to avoid products
being removed during this waiting time. For marketplaces
with high volume of products (e.g., DarkOde), it might
takes several hours to obtain all the URLs. In such cases,
when finishing with all the existing URLs and starting
with the second phase, there may be products that no
longer exist if they are removed. These cases are con-

3. We note that the different markets implement various CAPTCHAs
challenges, which might require different tools. For example, in one of
them it was necessary to move a figure to its place, in another one it
was required to select the time of an image of a clock or even enter a
code that was displayed and hidden letter by letter
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templated in the structure of the crawler so that, if a URL
in the list is no longer accessible (certain fields do not
appear in the scraping such as price, description, etc.),
this product is removed from the list and is not taken into
account. This is a limitation since the crawler access all
products in sequence, which could be overcome by setting
parallel crawlers for the two phases. This, however, would
increase the load to the server, which might result in the
banning of the account and increases the load on the Tor
network.

3.2. Ethical issues

During our study, we developed crawlers to access
various .onion sites hosted in the Tor Network. To
prevent overloading, and also with the aim at mimicking
human behaviour, we have established due time delays
during the crawling activities. Also, when various crawlers
were run in parallel, they were limited at 6 per time, which
is a reasonable amount that could be expected by a human
user.

The methodology was designed following ethical stan-
dards for academic research in computer science [33],
[34]. We also account for particularities of dark market re-
search [35]. We did not compromised into the servers, nor
interacted with the community. In our experimentation,
the CAPTCHA were filled manually, though the method-
ology allows for the inclusion of automatic solvers if the
research can be conducted under proper legal and ethical
agreements. The data collected has been publicly released
by their owners. Most of these data refers to product
information, including description, prices, and shipping
locations. The only potential personal data collected are
the usernames of the vendors, which are expected to
be pseudonyms since they are operating in anonymous
markets. We have not attempted to deanonymize such
users. The dataset is kept in a database stored in our
servers with appropriate security mechanisms, including
encryption and restricted access control.

4. Experimental evaluation

This section first presents the steps taken to obtain
standardised data to work with and how this data has been
processed. Secondly, the analysis of the data is presented,
both of the products and of the sellers as well as the
markets in which they are found.

4.1. Dataset characterization

The operation of the crawler described above has
been applied to the following six markets, obtaining six
databases with the characteristics shown in the Table
1. We also show the total time required to get a full
snapshot of the dataset for each market (we note that some
markets are crawled with parallel processes). The period
in which these databases were collected was from August
to November 2021.
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Market Products Size | Time elapsed
ASAP* 11,788 61 MB 4h 20 m
Cannazon™* 2,535 19 MB 2h 45 m
DarkOde* 46,016 | 258 MB 61h 50 m
DarkFox* 25,829 | 109 MB 30h 20 m
Global Dreams 136 76 KB 6 m
ToRReZ* 37,072 | 162 MB 44h 20 m
| TOTAL || 123376 | 609 MB | 143h 4l m |

TABLE 1: Characteristics of the databases obtained. * The
process for these markets has been parallelised by splitting
the product list into several processes.

Once a database has been obtained for each of the
markets, and in order to conduct a general analysis, all the
data is centralized in a single database. To this end, the six
databases have been merged to obtain a total of 123,376
products. For each product we collect the information
shown in Table 2, as provided by the sites. We note,
however, that not all markets have the same information,
causing some fields to have a default “null” value. In
order to validate that the information stored in the DB
is complete, once the crawler has finished we manually
check the number of products listed per page and the
number of pages that the market has. Then, we compare
the total number of products with the ones stored in the
DB, confirming that the information of all the products
has been correctly obtained in all cases.

timestamp shipping_from

market shipping_to

category seller

subcategory seller_profile
name_of_product | seller_fingerprint
quantity seller_rating

price seller_number_ratings
views_of_product | seller_number_of_sales
product_rating

TABLE 2: Fields collected for all the products.

4.2. Preprocessing and normalization

In order to be able to make a correct analysis of the
data, it is necessary to have certain values in the same
format, for example, the price of a product. The problem
is that information offered by each market is not the same
in all of them, therefore showing the price in different
forms, such as 7”50 USD”, ”$50”, 50 €, ”50 EUR”, etc.
All the values of the column have been taken and only
the numerical values have been saved, converting dollars
to euros using the exchange rate of the day on which the
conversion was made (early December 2021).

In the case of quantities, there was a similar problem,
where each market and even each seller represented the
quantities in a different way, among which there were
some such as 72g”, ”2gr” or 72G”, all three being the
same quantity. In addition to, as expected, having very
different units such as millilitres, micrograms, milligrams
or kilograms, among others. Therefore, to normalize the
information, we have converted to grams and stored in a
new column “quantity_gr” so as not to lose information.
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In the case of products that were not sold by weight, such
as hacked PayPal accounts or pornography, the decision
taken to represent them in the database has been with a
”-1” to avoid confusion in the analysis, as it would really
be 1 account, but in this case it would be wrong with 1gr.
Finally, once all the data have been collected in a database
and the data in certain columns have been normalized, it
can be analysed.

4.3. Data analysis

Market popularity. The first analysis made is intended to
compare the popularity of each one of the markets. This
popularity is reflected in the number of sellers willing to
offer their products, and subsequently, in the number of
products in each market. This can be perceived in Fig. 2
as a percentage. The markets that are currently offering a
wider catalog are the following three: DarkOde, ToRReZ
and DarkFox. These markets are far away from others
focusing on a only product. Examples of this could be
Cannazon or Global Dreams, which only trade with drugs.

2.05%
0.11%

A\

[0 DarkOde
[ ToRReZ
B DarkFox
E ASAP

O Cannazon
[0 G. Dreams

Figure 2: Number of listings offered by markets

Type of products. Regardless of the main target of each
of these marketplaces, it is interesting to know which
products are most offered by sellers as a whole, with-
out differentiating between marketplaces, in order to find
out which type of product or category is currently most
offered on the Dark Web. For this purpose, based on the
“category” column of the database, all similar categories
have been manually grouped according to the name of
each category to reduce them to a total of 9 shown in
Table 3.

As can be seen in Table 3, the most popular category
on the Dark Web marketplaces is drugs (mostly cannabis).
Within the category of fraud and counterfeiting there are
many products related to hacked accounts such as PayPal
accounts with balance, credit card or similar. Although
it does not appear as a category, pornography is very
present in these markets, making up a large percentage of
the digital products category. Although it is a very small
percentage of the total number of products offered, we
also show the category COVID-19 due to being a topic of
relevance at the time of this analysis was conducted (end
of 2021). We found products such as alleged COVID-19

Authorized licensed use limited to: Universite de Geneve. Downloaded on July 11,2022 at 15:13:32 UTC from IEEE Xplore. Restrictions apply.



Category Total listings || DarkOde | ToRReZ | DarkFox | ASAP | Cannazon | G. Dreams

Drugs 61,062 23,095 18,476 12,544 4,329 2,482 136

Fraud & Counterfeit 26,850 7,243 11,222 5,203 3,182 0 0

Digital Products 13,820 8,733 0 3,368 1,719 0 0

Tutorials and e-books 12,350 3,297 4,470 3,341 1,242 0 0

Software & malware 6,484 2,803 1,555 827 1,299 0 0

Services 1,921 87 1,349 485 0 0 0

Jewelry 598 598 0 0 0 0 0

COVID-19 12 11 0 0 0 1 0
|~ 7 Others =~ | 279 || T 149 | 7 o~ 6L | 17| " 217 0]
| Total | 123,376 || 46,016 | 37,072 | 25,829 | 11,788 | 2,535 | 136 |

TABLE 3: Categories of listings in the Dark Web markets.

medicines and vaccines, or fake COVID-19 vaccination
certificates.

Market vendors. With regard to the number of sales, as
can be seen in Table 4, there are vendors who, during
the few years that these markets have been open, have
sold tens of thousands of products. One single seller has
made a total of 29,105 sales, all of which are drugs. It is
noteworthy that, the vendors with the highest number of
sales have been in Cannazon, one of the markets with the
fewest products on offer. However, in marketplaces with
a much larger catalogue, such as DarkFox, the number of
sales by its vendors is much lower, with its best-selling
vendor ranking 90th out of all vendors in all marketplaces.
This is similar for the other marketplaces, such as ASAP,
whose best-selling seller is ranked 262nd.

Table 4 also shows that the top sellers have drugs
as their main product, with hash and cannabis standing
out. This can give an idea of what is most commonly
bought on Dark Web marketplaces, and although there
are more sophisticated products such as jewellery or
hacked (supposedly real) bank accounts, it is drugs that
predominate. In terms of seller ratings, the sellers with
the highest number of sales on the ToRReZ marketplace
barely reach 30% positive ratings, raising suspicions about
the reliability of this marketplace. In the case of DarkOde
the number of ratings compared to the number of sales is
very low, where only 3.50% of the buyers leave a rating
in the case of the biggest seller. This is not the case on
Cannazon, where 87.64% of buyers left a rating for the
top seller, which has 97.97% positive ratings, making it a
much more reliable marketplace for buyers.

In order to analyse cross-market presence, we analyse
the vendors of different markets. From the 2760 total
sellers across all marketplaces, 490 of them (17.75%)
appear on at least two markets. The way we determine
that two sellers are the same person is through their
nickname. It may be the case that a seller decides to have
different nicknames in each market, but that the same nick
is different person in each market is much less likely.
We found one seller on all marketplaces (Global Dreams
has been excluded as it has no information related to the
sellers) with 5765, 293, 136, 79 and 51 sales on Canna-
zon, ToRReZ, DarkOde, ASAP and DarkFox respectively.
Continuing with this analysis of sellers, the nicks found
were very similar to those on the normal website, as is
the case of a vendor focused on pornography and present

on all marketplaces. If a search on his nickname is done
on the normal web using any search engine, all the entries
are related to porn sites, and it is highly likely that he is
the same person.

As is the case of one seller where 91.16% of his sales
are on Cannazon, it is also the case with many other
sellers such as one vendor in particular who has 10795,
42 and 11 sales on Cannazon, ToRReZ and DarkOde
respectively and therefore has 99.51% of his transactions
on the first one. This is yet another example of how,
with the same seller offering the same products, the sales
volume in the Cannazon market is much higher than in
the other markets, thus making the number of products in
the catalogue unrelated to the total number of sales.

28.444

O DarkOde
B ToRReZ
[ DarkFox
E ASAP

O Cannazon

444.705

242.486

Figure 3: Sales of each market

Number of sales. Based on the large volume of sales in
the Cannazon market shown in Table 4, the number of
total sales by each market has been analyzed and, as can
be seen in Fig. 3, although Cannazon has a catalogue
approximately 20 times smaller than DarkOde, it has
almost twice as many sales. It is similar with ToRReZ,
but both DarkFox and ASAP lag far behind in terms of
sales. In this case, the Global Dreams market has not been
included because its sales number is 0.

Geography of the trading. The origin and destination
of each of the products offered by the marketplaces is
considered to understand the origin and destination of
shipping. It might occur sellers spoof this information, but
we believe this is unlikely since otherwise they would be
scaming potential sellers, which would then be reflected in
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Top sellers information

# Market Seller Category N° of sales | Rating of seller | Number of ratings
1 DarkOde Seller1* Drugs 29105 98.00% 1020
2 Cannazon Seller2 Drugs: Edibles, Hash, Weed, Other 20575 97.98% 18032
3 Cannazon Seller3 Drugs: Hash, Weed 18891 98.45% 16364
4 Cannazon Seller4 Drugs: Concentrates, Edibles, Other 15589 98.56% 12805
5 Cannazon Seller5 Drugs: Edibles, Hash, Weed, Other 13979 98.28% 12562
6 Cannazon Seller6 Drugs: Concentrates, Hash, Seeds, Weed, Other 11981 98.41% 10691
7 Cannazon Seller7 Drugs: Concentrates, Hash, Weed, Other 11567 98.92% 10483
8 Cannazon | Seller8 Drugs: Hash, Weed 11217 99.49% 10009
9 Cannazon | Seller9 Drugs: Weed 10795 98.19% 9040
10 Cannazon | Sellerl0 Drugs: Concentrates, Edibles, Weed 10660 99.05% 9307
11 Cannazon | Sellerll Drugs: Concentrates, Edibles, Weed 9593 99.97% 8887
12 Cannazon | Sellerl2 Drugs: Hash, Weed 9343 98.20% 8478
22 DarkOde | Sellerl3 Digital Products 5957 97.80% 181
25 ToRReZ Seller14 Digital Products, Drugs, Fraud 5759 27.78% 50
26 ToRReZ Seller15 Fraud 5338 28.14% 47
90 DarkFox Seller16 Digital Products, Fraud 2201 94.20% -
262 ASAP Sellerl7 Digital Products 822 94.69% 207

* We have anonymized the sellers’ nickname for ethical reasons

TABLE 4: Information related to top sellers of all markets.

their reputation. Also, due to the different granularity of-
fered by the marketplaces (countries, regions, continents,
etc.), we have decided to process locations at the continent
level, as shown in the map in Figure 4. In the case of
the map 4a, it is shown that the majority of products
(35,494) come from Europe, accounting for 50.52% of
the total number of products whose origin is known. The
second continent with the largest supply of products is
North America with a percentage of 35.95%, followed by
Asia with 5.73%.

As far as delivery is concerned, not all sellers choose
to ship worldwide, limiting themselves to certain countries
or continents. Of the 123,376 total products analysed,
59.79% allow shipping worldwide. Among the remaining
products which have shipping limitations, 12341 allow
shipping only to Europe as shown in Map 4b, followed
by the continent of NA with a total of 11,346. For the
remaining continents there are not a large number of
products with limited shipping.

Therefore, the greatest traffic of these products, both in
shipping and in receiving, takes place mainly in Europe
and North America. The percentage of products whose
possible destination is NA is 44.39%, compared to 35.95%
of products that originate in this continent. However, there
are 48.28% of products that allow shipment to Europe,
compared to 50.52% of products that originate in this
continent. The difference in percentages is greater on the
American continent, which shows a greater reluctance to
ship products from there, perhaps due to greater vigilance
on the part of security forces.

35.49K 0.47%

Number of products 2.76%
shipped from each
continent

i

0.00%

(a) Number of products originating in each continent.

5 = -

0.02%

1234k 0.08% - iy )
Number of products ‘
shipped to each Py

continent v

1

0.00%

(b) Number of products with possible destination on each con-
tinent.

Figure 4: World map related to origin and possible desti-
nations of products.
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5. Case-study: the final days of Cannazon
market

During our initial investigation, we decided to conduct
temporal analysis in order to better understand the evolu-
tion of the markets. Thus, we extended the data collection
by the crawler for one particular case, i.e., the marketplace
Cannazon. We chose this market since it is the market
where we observed most activity and variation, despite
its reduced product offer (since it is focused on drugs).
Thus, can be crawled entirely in a short time, while still
giving insights on the market evolution. Concretely, the
Cannazon market was crawled on a weekly basis. Our
initial idea was to obtain these different snapshots for a
larger period. However, we observed two main drawbacks.
First, an alleged denial of service attack on Cannazon
shot the market down for some weeks. Then, it was
subsequently closed after two weeks since the attack. We
show these events in Figure 5.

Database n°2 Database n°3

! !

11 25
| I

NOVEMBER 2021
T T T

4 18 30
All d DoS Market
Database n°1l eae = S
attack shutdown

Figure 5: Timeline with databases obtained from Canna-
zon.

Due to the aforementioned issues, we were able only
to get three snapshots of the market, i.e., in November
4th, in November 11th, and in November 25th (just 5
day before the closure of the markets). While these data
do not allow us to conduct a longitudinal analysis of the
market evolution, we still observe an interesting variation
in the market between the different weeks. As it can
be observed in Table 5 the total number of products
vary in one week. For example, a total of 173 products
were removed in the first week of study, which account
for around 7% of the stock. This might be due to the
products being sold, or the vendors removing the items for
any other reason, since we don’t have evidence of actual
trading. We also observe a total of 331 new products in
one week (increasing the stock by 13% respect to the
previous snapshot). Again, this suggest the market was in
expansion.

We observe, however, a different pattern during the pe-
riod of attack, i.e., between our second an third snapshots
(a span of two weeks). Regarding the selling of products,
a total of 349 products were removed (13.5%), which is
almost the double of the trading from the first week, which
seems reasonable. However, different from the first week,
in the two weeks where the market claimed being victim
of an attack, only 248 products were added (9%). Thus,
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the amount of products added was severely affected by
the attack.

Our analyses confirm that Cannazon was a very active
market, where in just three weeks 579 new products have
been added, and 522 were removed. This also shows
that, compared to other markets with tens of thousands of
products, this small market manages to renew its catalog
to the point where there is a variation of its products in
three weeks that reaches 22.47%. Despite this factor of
success, the operators of the market decided to close it,
justifying their choice due to the attacks being received.

Date No. Products | Removed products* | Added products*
4th November 2,519 - -
11th November 2,677 173 331
25th November 2,576 349 248

* Compared with previous week

TABLE 5: Evolution in number of products in Cannazon.

In order to understand not only the stock of the
Cannazon market, but also the economic variance, we
look at the possible price variation over time. For this
analysis, it was decided to take into account those products
that existed both in the snapshot of the first week (4th
November) and in the snapshot of the third week (25th
November), being a total of 2060 products.

During price analysis, we realized that some products
experienced high variations, e.g., one product modifying
its price from 933,33€ to 113,33€. We also observe that
the quantity offered was changed, from 100gr to 10gr.
Thus, the price reduction is justified. Accordingly, those
products whose quantity has changed from the first to the
third week have not been taken into account, being a total
of 25 products.

Of the remaining 2035 products whose quantities are
the same, 996 products (49% aprox.) have not changed its
price. From the 1039 products whose prices have changed
(51.05% of the total), we find the following values:

o The total average price variation is -7.73€, repre-
senting an average price reduction of 1.21%.

o Considering only price reduction, the average of
products decreased in -107.72€, representing an
average reduction of 26.24%.

o The average of those products whose price has
increased was +1.84€, which means an increase
of 2.00% on average.

Our analysis suggest that the products that price re-
duction is done at a larger percentage, and those products
becoming more expensive were increased in a less signifi-
cant way. It can also be seen that in this market, from the
first week (at full capacity), to the week after suffering
a DDoS attack, the price trend has been downward on
average. This shows how the attack also affected the
market economy. A possible reason is due to the loss of
trust from buyers on the market, which results in a lower
number of purchases. These, in turn, might have been
compensated by a price reduction by the sellers, leading to
a final decision of the administrators to close the market.
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6. Conclusions

The study of Dark Web markets is currently a chal-
lenging subject due to challenges for scraping data, which
often makes that information used for research is obsolete
or not available for large-scale analyses. In this paper, we
describe a tool which allowed us to collect a database
with recent data. The final database contains data from
6 different marketplaces, with a total of 123,376 listings,
2,760 sellers and almost one million sales made according
to the information collected from these pages.

We confirm that the most traded products are drugs,
especially cannabis and its derivatives: cannabis, seeds,
etc. This is represented in the market with the highest
number of sales, which is Cannazon, dedicated exclusively
to this type of drug. Indeed, 9 of the top 10 sellers in this
study belong to this market as well as all of the top sellers
are focused on the sale of drugs.

Also, we observe that these markets rapidly evolve
with societal needs. Even where they were few COVID
vaccines in the market, several types of vaccines were
already being offered, most probably fake ones. However,
this gives an idea of the rapidity with which product
catalogues are updated, offering practically any type of
product. Finally, according to the research performed on
product locations, there are continents from which exports
are much higher than others, such as Europe or North
America. While more than half of the products allow
worldwide shipping, the other half are limited to certain
countries or continents. Considering these limitations, the
continent with highest flexibility (i.e., allowing for product
reception) is Europe.

An interesting insight from our analysis regards the
analysis on the Cannazon market. We have observed
that this was one of the most active market during our
initial phase of research, and thus decided to conduct a
longitudinal analysis. However, the attack suffered by the
market might have lead to a lack of trusts from sellers and
buyers, ultimately leading to the decision of the operators
to close the market. While we do not have factual evidence
of this connection, this case study shows that activities that
damage the reputation an trust of the users on a market
might serve as a potential intervention approach for law
enforcement.

This approach can be applied to future market re-
search, both to obtain data in new markets and to update
data in existing markets. In the future, this tool could be
integrated with artificial intelligence and natural language
processing techniques in order to further automate the
scraping of the data, obtaining much larger databases and
therefore being able to analyze with greater precision all
the data in the Dark Web.
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