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Online illicit marketplaces known as cryptomarkets have gained considerable attention from the media,
government authorities, law enforcement agencies, and researchers. An increasing number of studies
have investigated various aspects of these cryptomarkets' characteristics, such as product categories, sale
volumes, and the number of listings and vendors. However, there is a gap in the literature regarding
whether illegal transactions (of illicit drugs) take place during the day or week. This study fills this gap by
tracing Bitcoin addresses associated with the six previously leading and most active cryptomarkets—Silk
Road, Silk Road 2.0, Agora, Evolution, Nucleus, and Abraxas—to identify the specific timings of these
transactions. This study reveals clear patterns of activity on the marketplaces. First, transactions more
often take place at night in European countries (Germany, Netherlands, the UK), the US, and Canada,
where the cryptomarket drug trade is most active. Second, there are more transactions on Mondays,
Tuesdays, and Wednesdays, and fewer on Saturdays and Sundays. This indicates that the retail drug trade
accounts for a large part of the cryptomarkets. Further, this study examines the impact of a cryptomarket
policing effort known as Operation Onymous, and indicates that this policing effort only displaced users
among these marketplaces and did not deter their activity, even in the short-term. It also suggests that
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Operation Onymous did not alter users’ transaction patterns.
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1. Introduction

Online illicit marketplaces known as cryptomarkets have gained
considerable attention from the media, government authorities,
law enforcement agencies, and researchers since Silk Road, the first
successful dark web marketplace, was launched in February 2011.
These new online marketplaces focus on anonymity and security to
limit the risk of identification, though they share many aspects of
legitimate online marketplaces, such as eBay (Christin, 2013). Two
online anonymizing technologies led to the creation of crypto-
markets. The first is cryptocurrency (Bitcoin). Bitcoin is a fully
decentralized digital currency based on blockchain (Nakamoto,
2008). Although all transaction records are public, Bitcoin pay-
ments are anonymous unless the Bitcoin addresses and trans-
actions can be matched to actual identities. The second technology
is the Tor network, in which users’ messages are routed through a
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series of relays that serve as a buffer between the users and the
websites that they visit (Dingledine et al.,, 2004). This makes it
difficult to determine the location of the visitor of a website. Ad-
ministrators of dark web sites can conceal the location of their
website servers and thus avoid law enforcement agencies. After Silk
Road was shut down and its operators were arrested in October
2013, numerous cryptomarkets have been launched and increased
attention has been paid by the relevant authorities.

Numerous studies have collected data and measured activity on
cryptomarkets to reveal their various characteristics. The most
popular products for sale on cryptomarkets are illicit drugs (e.g.,
Soska and Christin, 2015; Tzanetakis, 2018). The vendors and list-
ings on cryptomarkets have increased, and trade and purchase
volumes have steadily increased accordingly (e.g., Soska and
Christin, 2015; Broséus et al., 2017; Rhumorbarbe et al., 2016). Po-
lice intervention has had a limited impact on cryptomarket activity
(e.g., Aldridge and Décary-Hétu, 2016; Van Buskirk et al., 2017;
Décary-Hétu and Giommoni, 2017), which restricts the structure of
the geographical trade networks of buyers and sellers (e.g.,
Norbutas, 2018; Van Buskirk et al., 2016a,b). Previous studies have
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Table 1

Summary of active periods and reason for closure.
Marketplace Active period Closure
Silk Road January 31, 2011 to October 2, 2013 (976) Shut down
Silk Road 2.0 November 6, 2013 to November 5, 2014 (365) Shut down
Agora December 3, 2013 to September 6, 2015 (643) Voluntary exit
Evolution January 14, 2014 to March 14, 2015 (425) Scam
Nucleus October 24, 2014 to April 13, 2016 (538) Scam
Abraxas December 13, 2014 to November 5, 2015 (328) Scam

Notes: Active periods are from EUROPOL (2017a, 2017b). The numbers in parenthesis are days that marketplaces are open. Closure indicates reason for closure.

mainly revealed the cryptomarkets’ ecosystem from the vendor/
supply perspective. Some studies have investigated the character-
istics and motivations of purchasers on cryptomarkets (e.g., Van
Hout and Bingham, 2013; Van Buskirk et al.,, 2016a,b), yet few
have attempted to uncover the characteristics of the cryptomarkets
from the buyer/demand perspective.

Therefore, this study investigates the times that users access
cryptomarkets and make transactions, answering the question of
what time users buy illicit drugs and products. When do users
make transactions in a given week—on their days off or on work
days? Answers to these questions can reveal the characteristics of
cryptomarkets, thus filling a gap in the literature, and provide im-
plications for policy efforts.

This study thoroughly investigates cryptomarkets via Bitcoin
transactions by focusing on Silk Road, Silk Road 2.0, Agora, Evolu-
tion, Nucleus, and Abraxas, which were the six largest and most
active marketplaces in operation between 2011 and 2015. Identi-
fying Bitcoin transactions on cryptomarkets provides the exact time
at which a transaction took place because all records are publicly
available. This approach overcomes the following drawbacks of
web crawling, which has been widely used when examining
cryptomarkets. First, the scraping method may not extract all the
information because scraping is not always available. Second,
because scraping identifies transactions based on buyers' feedback,
it cannot capture exactly when that transaction happened. Third,
the actual prices and quantities can be different from those listed.
Finally, the feedback may not be timely, and scraping cannot cover
the entire lifetime of a certain dark web market. Therefore, this
established method's measurement errors are avoided through the
use of Bitcoin transactions because the transaction records provide
accurate information on the sales volume and date of each
transaction.

Although the Federal Bureau of Investigation (FBI) has shut
down various cryptomarkets, the impact of police intervention is
limited due to the rapid recovery of illicit transactions on the dark
web. Nevertheless, international policing efforts toward closing
cryptomarkets involving pseudo-anonymous transactions are
increasingly important measures against cybercrime. Previous
studies have shown that these policing efforts have had a limited
impact on vendors. While there were reductions in the number of
product listings and vendors on cryptomarkets soon after some
were closed down, within one month, many vendors had quickly
migrated to other cryptomarkets and the number of listings and
vendors exceeded that of before the policing operations (Décary-
Hétu and Giommoni, 2017). However, little is known about how
buyers respond to such operations. Therefore, this study also at-
tempts to address how cryptomarket buyers react to an interna-
tionally coordinated policing effort.

By using simple heuristics to measure the transactions on the six
marketplaces, this study reveals clear patterns of activity on these
markets. First, there are more transactions on Mondays, Tuesdays,
and Wednesdays and less transactions on Saturdays and Sundays.
Second, transactions more often take place at night in European

countries, the US, Canada, and Australia, where the cryptomarket
drug trade is most active. This indicates that the drug trade for retail
purposes accounts for a large part of the cryptomarkets. Further,
this study examines the impact of a cryptomarket policing effort
known as Operation Onymous, and indicates that this policing
effort only displaced users among these marketplaces and did not
deter their activity, even in the short-term. It also suggests that
Operation Onymous did not alter users’ transaction patterns.

The remainder of this paper is organized as follows. Section 2
provides an overview of related studies and background informa-
tion on cryptomarkets. Section 3 describes the measurement
method for identifying transactions on cryptomarkets. Section 4
presents the results, while Section 5 discusses the implications
and limitations of the study. The conclusion is presented in Section
6.

2. Related work

Before providing a review of the related work, the background of
the six cryptomarkets is briefly provided. Table 1 shows the active
periods and reasons for closure of the six cryptomarkets that are
investigated herein. The first successful cryptomarket, Silk Road,
was launched in February 2011 and shut down in October 2013
after the FBI arrested its operators. After about a month, Silk Road
2.0 was launched, and again shut down by an international law
enforcement operation known as Operation Onymous' in
November 2014, which was undertaken by the FBI and the Euro-
pean Police Office (EUROPOL, 2017a). Among the many market-
places, Agora, which operated between December 2013 and
September 2015, and Evolution, which operated between January
2014 and March 2015, overtook Silk Road 2.0. Evolution evolved
rapidly and became the largest dark web marketplace after Oper-
ation Onymous. Agora took the leading position after Evolution's
exit scam (EUROPOL, 2017a), and was then closed voluntarily; Ag-
ora and Evolution were not shut down by Operation Onymous.
Nucleus operated between October 2014 and April 2016, while
Abraxas operated between December 2014 to November 2015. The
two marketplaces® grew steadily, and were both involved in an exit
scam.

Studies have provided evidence of these marketplaces' charac-
teristics, including sales volume estimates and numbers of listings,
vendors, and product categories, via scraping methods. These
studies have revealed several aspects of cryptomarkets from ven-
dors’ perspectives because scraping methods collect information
on feedback received by the vendors.

Soska and Christin (2015) scraped 35 marketplaces, including
those investigated in this study (except Abraxas), and collected
78,509 item listings between 2013 and 2015. The overall annual

1 See EUROPOL (2014) for details.

2 Around the launch of these two marketplaces, AlphaBay was launched and
became the most active marketplace. AlphaBay was not investigated due to limi-
tations of data availability.
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Hash f8786d4fb42a26c20ae309c70d8da9381093b2fdd4dfc172e5ec... B

15MyZHa2nP5Sc3A9jWqBysVQyHhgKhYNulL
IMLxywztJmhHOCmOWpZ3MhD1ETmf8gnmY3
1KVrV1RuoaH73XTPy2gpN5fjPikXAy6Qrz
1GuBR8zkqb1LSpX3tArDJKwfMSjJNnhDnn
19ECTJawv1QZ9iapwsVk4pfa3QnjLTKNda
1C1tbT4AWF4sRBQ1qdfyrULRao7k23FzeVN
1EdsG7J37DQHrZYUrsN3EBUGYhpk5q2UJ5
1L70BRiyWKsmhmottJEyQ61hhjkuiVW5um

1.39796000 BTC
1.47586462 BTC
0.32498708 BTC
0.00209094 BTC &
1.38000000 BTC #

Fee 0.00013520 BTC
(10.242 sat/B - 2.561 sat/WU - 1320 bytes)

1.75000000 BTC * 1L4dbX4optayBemAZfr75iG6aaUgmQWeky

1.62000000 BTC
1.39385000 BTC &
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2015-08-13 04:42

0.01000031BTC &

197h9kuvFrW7HsR2KkzsJRX9xJNuHjnjSm 9.33461713 BTC &

9.34461744 BTC

Fig. 1. Bitcoin transactions.

revenue was estimated to be between USD 110—182 million during
that period. The overall number of vendors has increased signifi-
cantly since Silk Road was launched. Regarding the sales volume
per vendor, the majority of vendors only made small sales volumes
of less than USD 1000. Van Wegberg et al. (2018) comprehensively
studied Silk Road and AlphaBay and found that commoditization on
these marketplaces was spottier than previously assumed, but
showed that activity and revenues on these cryptomarkets steadily
increased over time. Christin (2013) showed that Silk Road's annual
sales volume was around USD 15 million by mid-2012, and that
most Silk Road vendors disappeared within three months of market
entrance. Aldridge and Décary-Hétu (2014) found that the number
of vendors and buyers using Silk Road increased, and thus its rev-
enue increased significantly. Demant et al. (2018) estimated the
total sales volume of Silk Road 2.0 and Agora to be approximately
USD 66 million and USD 61 million, respectively. EUROPOL (2017a)
showed that more than 100 cryptomarkets remained active for just
over eight months on average.

Many studies have revealed that drugs account for a large part of
the products sold on cryptomarkets. For example, both Christin
(2013) and Soska and Christin (2015) found that most of the lis-
ted products are narcotics or controlled substances, and cannabis
was likely to be the most popular traded drug. Aldridge and Décary-
Hétu (2014) showed that drugs accounted for 17 of the 20 largest
product categories on Silk Road. Broséus et al. (2016) examined
illicit drug trafficking, including the number of vendors and listings,
on eight marketplaces, including Agora, Evolution, and Silk Road
2.0, from a Canadian perspective. Rhumorbarbe et al. (2016)
examined the number of vendors and drug listings on Evolution.
Broséus et al. (2017) examined drug transactions along with in-
formation on their vendors and unit prices on Silk Road 2.0 and
Evolution from an Australian perspective. Tzanetakis (2018) found
that more than 60% of all sales accounted for products related to
cocaine, cannabis, heroin, and ecstasy on AlphaBay.

Further, one of the first academic studies on cryptomarkets by
Barratt (2012) discussed whether the market structure is business-
to-business or business-to-consumer. Both Aldridge and Décary-
Hétu (2016) and Barratt et al. (2016) showed that while the ma-
jority of purchases are for small amounts, most of the revenue
comes from large quantities. Demant et al. (2018) showed that
listed drugs on Silk Road and Agora were primarily for personal use
or social networks including friends and colleagues, although a
large part of the revenue was likely to come from business-to-
business dealings. Décary-Hétu et al. (2016) examined vendors'
risk-taking on Silk Road, and showed that willingness to ship drugs
abroad was associated with several factors, including mailing
weight of drug packages, vendors’ reputation, and the perceived
effectiveness of country-level law enforcement.

Some studies have investigated the geography of the vendors'
origin countries and their accepted destination countries. Christin
(2013) found that more than 40% of the countries of origin were

the US and UK (around 10%), followed by the Netherlands, Canada,
and Germany (between 4 and 6%). 49.7% of the listed items were
available for the worldwide shipment, 35.2% for the US, around 6%
for European Union and Canada, around 3% for the UK and
Australia. They constitute the top countries in which cryptomarket
activity has been observed (Dolliver, 2015; Norbutas, 2018;
Tzanetakis, 2018). Norbutas (2018) examined the structure of the
geographical trade networks of buyers and sellers of drugs on
Abraxas, and found that cryptomarkets are more likely to be
localized. Buyers avoid purchasing from vendors in different
countries, preferring to buy from multiple vendors within a single
country. Van Buskirk et al. (2016a,b) showed that the presence of
vendors’ origin countries on Agora was influenced by their
geographical location.

Studies have also investigated the impact of policing efforts.
Aldridge and Décary-Hétu (2016), Tzanetakis (2018), Barratt et al.
(2016), and Bhaskar et al. (2019) examined drug sales on crypto-
markets, and indicated that they seem resilient against law
enforcement and that exit scams are not likely to deter users from
engaging in them. Van Buskirk et al. (2017) investigated reductions
in the number of vendors across 39 cryptomarkets as a result of
Operation Onymous and the closure of Evolution. They found that
the disruptions were likely to temporarily impact trading at the
time. However, the vendor numbers recovered at a constant rate,
and it appears that these marketplaces are resilient to long-term
disruption. Décary-Hétu and Giommoni (2017) showed that the
impact of Operation Onymous was limited not only from the supply
side—which has been extensively investigated in the literature so
far—but also from the demand side. They showed that the amount
of feedback from the consumption side declined when the number
of vendors and listings on the supply side also declined. Van
Wegberg and Verburgh (2018) examined the effect of Operation
Bayonet, an international policing effort undertaken in the summer
of 2017 against AlphaBay and Hansa Market, which led to the
vendors’ migration to a dark web marketplace called Dream
Market.

There are also qualitative studies on user experiences that
include motivation for the use of cryptomarkets. Van Hout and
Bingham (2013) interviewed Silk Road users online and described
their motives. They provided a case study of a Silk Road user. Van
Buskirk et al. (2016a,b) investigated motivations of buyers in
Australia and found that the main benefits of using cryptomarkets
were better quality and lower cost, and that consumers tended to
be of a young age. Masson and Bancroft (2018) also interviewed
cryptomarket users between December 2014 and July 2017 and
showed that while cryptomarkets are not restricted to the eco-
nomic exchange of users, these exchanges are often accompanied
by scams, hacks, and threats. Tzanetakis et al. (2016) showed that
scams and fraud are likely to be widely used on cryptomarkets.
Moeller et al. (2017) explored various types of theft and fraud on
cryptomarkets using multiple sources, including forum posts, and
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revealed that cryptomarkets fall prey to hacking attempts and that
the sites' administrators often abscond with users’ funds. Dalins
et al. (2018) showed that motivation use of cryptomarkets is
more related to greed and desire rather than particular political
stances when using crawling.

A few studies have examined the dark web by focusing on
cryptocurrencies. The pioneering work of Meiklejohn et al. (2013)
investigated Bitcoin balances held by Silk Road using records of
Bitcoin transactions. Lee et al. (2019) investigated the use of cryp-
tocurrencies on the dark web between January 2017 and March
2018. They found that Bitcoin accounted for 99.8% of the collected
cryptocurrency addresses, and 80% were used for illegal purposes.
They also estimated the market size to be around USD 180 million.
Foley et al. (2019) investigated Bitcoin transactions between
January 2009 and April 2017 to estimate illegal activity using
network cluster analysis and a regression approach known as
detection-controlled estimation. They showed that Bitcoin worth
around USD 76 billion per year was used in cryptomarkets, and
accounted for 46% of all Bitcoin transactions. Hiramoto and
Tsuchiya (2020) provided sales volumes of the seven leading
cryptomarkets, and how and when the leading positions changed
between the marketplaces.

3. Method

This study used three heuristics proposed by Hiramoto and
Tsuchiya (2020) to identify and measure activity on crypto-
markets.> The first heuristic is based on the way that Bitcoin
transactions are recorded. The other two heuristics are based on the
way that the six cryptomarkets manage their transactions with
buyers and vendors. The first heuristic is briefly described using
Agora addresses.* Fig. 1 shows how each Bitcoin transaction was
recorded. Note that Bitcoin users have wallets that can contain any
number of Bitcoin addresses. There are eight Bitcoin addresses (as)
on the left-hand side as the input, and two Bitcoin addresses® (a;)
on the right-hand side as the output. Fig. 1 shows a transaction
between the addresses of a sender (as) and the addresses of a
receiver (ar). The former address of the output receives BTC (Bit-
coin) 0.01, and the latter receives BTC 9.33. Because senders must
know the private key, sk(as), of the addresses to set the input, ad-
dresses recorded as the input in one transaction are owned by the
same user (Reid and Harrigan, 2013). This is the first heuristic used
to identify transactions in cryptomarkets,” as utilized by previous
studies (Androulaki et al., 2013; Meiklejohn et al., 2013; Reid and
Harrigan, 2013). It is described as follows:

Heuristic 1. If more than two addresses are inputs of the same
transaction, they are owned by the same user.

The other two heuristics are based on how cryptomarkets
manage their transactions. To purchase illegal goods and services,
users transfer their Bitcoins to the sites’ Bitcoin addresses. The
Bitcoins sent by users are held in escrow until the transactions are
completed. After an ordered product is shipped or delivered and

3 See Hiramoto and Tsuchiya (2020) for details.

4 15MyZHa2nP55c3A9jWqBysVQyHhgKhYNuL is obtained from WalletExplorer
(last accessed September 6, 2020).

5 15MyZHa2nP55c3A9jWqBysVQyHhgKhYNuL
1L70BRiyWKsmhmottJEyQ61hhjkuiVW5um.

6 114dbX4optayBemAZfr75iG6aaUqmQWeky and
197h9kuvFrW7HsR2KkzsJRX9x/NuHjnjSm.

7 There could be transactions that violate this heuristic resulting from Multi-
signature, although it is of minor importance. Multisignature requires more than
one secret key.

through
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the marketplace takes a commission, the marketplace sends the
Bitcoins to the vendor. The Bitcoin addresses owned by the cryp-
tomarkets are likely to be publicly revealed because administrators
send information of their Bitcoin addresses to users in escrow. In
fact, part of the Bitcoin addresses owned by the cryptomarkets are
publicly available owing to voluntary efforts. WalletExplorer® pro-
vides Bitcoin addresses in these marketplaces and is a useful source
that has been recently used in academic research (Toyoda et al.,
2018; Foley et al., 2019; Liang et al., 2019; Hiramoto and Tsuchiya,
2020). Starting from these known addresses, other unknown ad-
dresses owned by these marketplaces were searched for in the next
step.

Hiramoto and Tsuchiya (2020) identified such unknown ad-
dresses by utilizing features of internal transactions among the
known addresses owned by each marketplace. Examining internal
Bitcoin transactions among the addresses in each marketplace
shows that they sent and received BTC 0.01 to/from each other, seen
in Fig. 1. Their study found that BTC 0.01 transactions accounted for
around 90% of all internal transactions for all marketplaces except
Evolution. Sending BTC 0.01 most likely anonymizes and secures
users’ transactions through the use of a tumbling service. The
second heuristic is described as follows:

Heuristic 2. If an address is an input (output) to a transaction that
a known address of a dark web marketplace, as an output
(input), receives (sends) BTC 0.01, then the input (output)
address is owned by a dark web marketplace.

Based on these addresses, transactions with addresses outside
of a marketplace that have such an address as an output can be
traced and identified as purchases on the marketplace to further
discover other unknown addresses owned. The last heuristic for
identifying purchases on the marketplaces is as follows:

Heuristic 3. If a transaction of an address not owned by crypto-
markets as an input has the address owned by cryptomarkets as
an output, then such a transaction is identified as a purchase on
these marketplaces.

The use of the three heuristics resulted in identifying more than
520,000 transactions on Silk Road during the period between June
2012 and October 2013. Over their lifetimes, there were 320,000
transactions on Silk Road 2.0; 630,000 on Agora; 260,000 on Evo-
lution; 270,000 on Nucleus; and 130,000 on Abraxas. These heu-
ristics are likely to identify transactions in which buyers escrow
their Bitcoin to the cryptomarkets. As indicated above, the ad-
dresses identified by the three heuristics are mostly closed within
themselves, so these addresses are used in escrow to send payment
to other internal addresses. Therefore, it is most likely that these
transactions capture the buyers’ transactions in escrow.

The methodology® used herein has several advantages over the
established method of web-scraping. It is of the upmost importance
that the proposed method accurately records the times of each
purchase to establish a comprehensive picture of the transactions
for any frequency (e.g., hourly, daily, monthly, and the overall active
period). Previous studies have examined lower frequencies of data
by aggregation, and the highest frequencies that have been exam-
ined are, at most, on a weekly basis. This is because the records of
Bitcoin transactions not only include the number of Bitcoins used
but also the exact time in Coordinated Universal Time (UTC). UTC
shows the time in a given day between 00:00 and 23:59. This

8 See https://www.walletexplorer.com/(last accessed September 17, 2019).
9 See Hiramoto and Tsuchiya (2020) for details, including its limitations.
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allows identification of when buyers escrow their Bitcoins for
payment and their subsequent purchases on the marketplaces.
Purchases on the marketplaces can be any time after an escrow;
however, it is likely that buyers make purchases promptly (within a
few hours at most). Studies (e.g., Masson and Bancroft, 2018;
Tzanetakis et al., 2016; Moeller et al., 2017) have shown that users
are concerned about being scammed and about financial losses due
to the high volatility in Bitcoin prices. For example, Aldridge and
Askew (2017) provided evidence that users trust no one on cryp-
tomarkets. Greenberg (2013) discussed Sheep's USD 6 million exit
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scam in 2013, and Woolf, analyzed Evolution's USD 12 million scam
in March 2015. Thus, buyers are not likely to hold Bitcoin in escrow
for days.

European countries including Germany and the Netherlands
have between a +1 and + 2 h time zone difference from the UK,
while Canada and the US have between a —5 and —8 h time zone
difference. Australia has a time zone difference of between +8
and + 10 h. For example, UTC 12 indicates that it is at noon in the
UK, between 1 p.m. and 2 p.m. in European countries, between 4
a.m. and 7 a.m. in Canada and the US, and between 8 p.m. and 10
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Fig. 2. Time series of hourly transaction volumes.
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Table 2

Descriptive statistics: Transaction volumes.
Marketplace Hourly Daily Weekly

Mean Median St. dev. Max. Min. Mean Median St. dev. Max. Min. Mean Median St. dev. Max. Min.

Silk Road 69.2 61 41.9 368 0 1660 1521 7279 3600 70 11524 11409 4153.5 18621 5057
Silk Road 2.0  59.0 57 353 282 0 1415 1485 620.0 2722 0 9767 10157 33154 14285 5
Agora 61.5 50 54.0 442 0 1475 1292 1062.4 5550 0 10312 9200 6402.3 25900 26
Evolution 41.0 18 51.2 349 0 983 499 1087.8 4248 0 6895 3544 73721 22548 0
Nucleus 294 24 285 688 0 706 692 577.8 2139 0 4932 4929 3663.8 10907 0
Abraxas 225 5 393 240 0 541 136 874.1 3277 0 3699 1086 5881.0 17433 0

p.m. in Australia. Although transactions are identified in seconds,
data frequency in seconds and minutes was not convenient to
examine the characteristics of the occurrence of transactions.
Therefore, transactions were aggregated to an hourly frequency;
that is, hourly data were constructed, as it was possible to construct
any frequency, including daily and weekly data.

4. Results
4.1. Development over time

Fig. 2 shows the time series of hourly transaction volumes for
each marketplace. It clearly displays how the transactions for each
marketplace have developed over time. The development of the
hourly transaction volumes exhibits clear time series patterns,
possibly resulting from the hour of day and day of week effects.
Therefore, these time series characteristics were thoroughly
investigated.

As has been shown in the literature (e.g., Soska and Christin, 2015;
Van Wegberg and Verburgh, 2018), Fig. 2 indicates that users of such
marketplaces simply migrated to other marketplaces when the
leading marketplaces were no longer available. While Silk Road grew
steadily, Silk Road 2.0 grew rapidly after the original Silk Road was
shut down. Agora steadily increased its transactions until they were
exceeded by those on Evolution at around the end of December 2014.
The transactions on Evolution were small early on. The presence of
Evolution sharply increased in 2014 and was in the leading position
until February 2015. The rapid growth of Evolution can be attributed
to Operation Onymous, through which many cryptomarkets were
shut down. Users appeared to move to Evolution, which was a rela-
tively small marketplace at that time. The transactions on Agora did
not increase much for several months after Operation Onymous,
probably because it was already a large marketplace and its partici-
pants were afraid of being arrested. However, after Evolution's exit
scam in March 2015, Agora regained the leading position and the
transactions there started to increase again, as Evolution's users
appeared to migrate to Agora. Nucleus grew rapidly after Evolution's
exit scam. Abraxas' transactions increased sharply in September 2015
and took the leading position until its exit scam.

However, there are two remarks pertaining to these findings.
First, there were some irregular declines in the time series. This is
likely to be due to the accidental downtimes of cryptomarkets
(Soska and Christin, 2015; Ladegaard, 2019). Second, the users’
migration was not directly observed. There were a few addresses
that appeared multiple times in a single market, as users could use
different addresses to trade on cryptomarkets for anonymity.
Therefore, only a few addresses appeared in one marketplace and
then on others.

4.2. Descriptive statistics

Table 2 shows the descriptive statistics regarding the number of
transactions for each marketplace within an hour, day, and week. In

terms of mean transaction volumes, Silk Road was the most active,
and Silk Road 2.0 and Agora were similar. For example, on average,
Silk Road had less than 70 transactions per hour, 1660 transactions
per day, and 11,524 transactions per week. These findings on hourly
and daily transaction volumes provide new insights into how active
these cryptomarkets were, which previous studies that used lower
frequency data did not reveal. The maximum transaction volumes
on Agora and Evolution were much larger than on Silk Road and Silk
Road 2.0, regardless of frequency. This indicates that they were
more active than Silk Road when they were at their peak, sug-
gesting that they experienced significant and rapid growth. The
standard deviations of Agora and Evolution were also observed to
be larger than those for Silk Road and Silk Road 2.0.

4.3. Hour of day and day of week analysis

As shown in Fig. 2, the hour-of-day and day-of-week analyses
reveal the characteristics of the transactions. Fig. 3 shows heatmaps
that examine the specific hour-of-day and day-of-week transaction
patterns. Fig. 3 shows that there are roughly two peaks between
UTC 0 and 2 and UTC 18 and 22 for the hour of day. According to
previous studies, there are many illicit drug transactions on cryp-
tomarkets in the US and European countries. This indicates that
these two transaction volume peaks are attributable to transactions
in the US and European countries. It is unlikely that the transaction
patterns within a day differ significantly between the US and Eu-
ropean countries. Therefore, this indicates that transactions take
place during the night in countries and regions where the illicit
drugs trade on cryptomarkets is most active. For the UK and Eu-
ropean countries, including Germany and the Netherlands, the
peak transaction times are at night and midnight. For the US and
Canada, the peak times are between UTC O and UTC 2, which
correspond to 4 p.m.—6 p.m. in Pacific Time and 7 p.m.—10 p.m. in
Eastern Time, respectively. For Australia, night corresponds to the
second most active hours for transactions, between UTC 10 and UTC
16, which is 9 p.m. and 3 a.m. in Australia's time zones. Even though
Australia has, to some extent, a large illicit drug market on cryp-
tomarkets, shares seem to be much larger in European countries
and the US.

Fig. 3 indicates that most transactions take place on Mondays,
Tuesdays, and Wednesdays, and fewer transactions take place on
Saturdays and Sundays. This is consistent with Ladegaard (2019),
who provided evidence that the drug trade on Agora and Evolution
significantly decreased on Sundays. Therefore, there are more
transactions at night on Mondays through Wednesdays, while
there are fewer transactions all day on Saturdays and Sundays. As
suggested by Ladegaard (2019), buyers on cryptomarkets are likely
to purchase drugs early in the week so as to receive them by the
weekend, and users purchase drugs on the weekend and on days
off. In fact, through a comprehensive study of 19 European cities,
Thomas et al. (2012) found that illicit drug use increases signifi-
cantly on Fridays and Saturdays. Moreover, Otterstatter et al. (2016),
using daily mortality data for British Columbia, Canada, found that
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Fig. 3. Heatmap of mean transactions.

Table 3
Mean test: Transaction volumes.
Marketplace Hour Day of week
Test statistics p-value Observations Test statistics p-value Observations
Silk Road 1535.8 (<0.001) 11328 1775.9 (<0.001) 472
Silk Road 2.0 848.4 (<0.001) 8760 11373 (<0.001) 365
Agora 782.2 (<0.001) 15432 1001.3 (<0.001) 643
Evolution 5174 (<0.001) 10200 300.3 (<0.001) 425
Nucleus 778.2 (<0.001) 12912 12124 (<0.001) 538
Abraxas 90.7 (<0.001) 7872 1743 (<0.001) 328

Note (<0.001) indicates that p-values are less than 0.001.

the average daily mortality rate due to overdoses on illicit drugs
was above 0.8 for Saturdays and Sundays, which is higher than
weekdays, whose average mortality is 0.6 at most. This indicates
that drug users use drugs on their days off.

This current study's findings suggest that dark web users make
drug purchases on cryptomarkets between Mondays and
Wednesdays for personal use on their days off, and also suggest
that products, most notably drugs, purchased on cryptomarkets are
for personal use, which agrees with Aldridge and Décary-Hétu
(2016), Barratt et al. (2016), and Demant et al. (2018). Further,
users cannot access the dark web when they are at the office or at

school, and are likely to access such sites when they return home.
This finding is consistent with the considerable evidence that
shows that drugs purchased on cryptomarkets are mostly for retail
and not for resale or wholesale purposes. For instance, Dolliver
(2015) showed that Silk Road 2.0 was not primarily a drug mar-
ket between August and September 2014. This suggests that
although the purpose of accessing cryptomarkets is not to purchase
illicit drugs, users are cautious to avoid being seen using such sites.

To evaluate whether these patterns were accidently observed or
not, Table 3 shows the results of statistical tests to evaluate the
significance of the differences in the mean transaction volumes by
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(C) Four weeks before and after Operation Onymous
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Fig. 4. (continued).

hour of day and day of the week, respectively. It shows that the
mean transaction volumes by hour are significantly different. The
null hypothesis of the equal mean is rejected at a significance level
of less than 0.1% (p < 0.001). Similarly, the mean transaction vol-
umes among the day of week are significantly different. The test
statistics'” were given by the likelihood-ratio test for equal means.

Although the observed transaction patterns are statistically
significant, this study's interpretation that drug users place orders
early on in the week and for use on the weekend runs up against
the fact that cryptomarkets are internationally grounded markets,
thus geographical boundaries are not likely to matter. For instance,
an order placed on a cryptomarket is not received in its
geographical destination until it has been packaged and shipped by
the vendor and then delivered, days or even weeks later. Shipping
and delivery,'" which must rely on legitimate postal services, are
one of the crucial elements of the drug trade on cryptomarkets, as
discussed by Aldridge and Askew (2017). To receive an ordered
product at the weekend by ordering early in the week, shipping
must be domestic. If an expedited service'? is used, an international
shipment can be received within three to five days if the origin

10 Due to the large volatility in hourly data, heterogeneous covariance was
allowed instead of assuming equal covariance. See Mardia et al. (1979) and Seber
(2009) for details.

11" See, for example, Martin (2014), Tzanetakis et al. (2016), and Interpol (2015) for
more detailed discussion on shipping and delivery issues.

12 Some cryptomarkets display the availability of an expedited shipment for listed
products from vendors.

country and its destination are close, for example, between the US
and Canada, and within European countries. Studies have provided
evidence that supports this current study's interpretation. For
example, Broséus et al. (2017) showed that activity on crypto-
markets is more localized than previously thought. Although users'
identities are kept secret when ordering drugs, they are exposed to
the risk of arrest when receiving the ordered products. To receive
the ordered drugs, any kind of postal service is inevitably used. In
particular, Broséus et al. (2017) and Cunliffe et al. (2017) revealed
that the Australian online illicit drug market is moderately large
and domestic due to the stringent border protection. Further,
Norbutas (2018) found that the buyer-seller network is highly
fragmented across geographical borders. For instance, buyers might
prefer sellers from one specific country for several reasons, and
buyers are likely to place orders from multiple drug sellers from a
single country to avoid ordering from multiple countries. This is
especially strong for continental boundaries; that is, buyers are
more likely to simultaneously order drugs from sellers from several
European countries than from sellers on different continents. For
example, large quantities of cannabis and an especially large scale
production of MDMA are produced in the Netherlands (European
Monitoring Centre for Drugs and Drug Addiction, 2013), and it is
likely that a significant part of these listings are for consumption
within the Eurozone and elsewhere (Aldridge and Décary-Hétu,
2016; Décary-Hétu et al., 2016).

Buyers might be more willing to order domestically to avoid the
increased risks of package interception, the possibility of being
arrested, and long shipping times. As Hiramoto and Tsuchiya (2020)
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Fig. 5. Time series of hourly purchase volumes in USD.

found that average purchase prices are likely to increase over time
on relatively new cryptomarkets, vendors face more risks and pri-
ces are likely to be higher. Therefore, buyers are likely to purchase
illicit drugs domestically from sellers who only ship domestically
because it is cheaper. Décary-Hétu et al. (2016) provided evidence
that vendors ship small quantities to reduce the risk of interception,
and found that one of the factors that predicted vendor willingness
to risk shipping drugs across international borders was lower
weight deals.

This finding also contributes to the discussion on the interna-
tional nature of cryptomarkets raised by Décary-Hétu et al. (2016).

10

Based on the cryptomarkets' transaction patterns, it may be more
fruitful to investigate cryptomarkets as regional sub-markets rather
than as one large international market. While the threat of law
enforcement undeniably plays a significant role in increasing the
risk of international shipping, the relatively high clustering of Eu-
ropean sellers and low frequency of intercontinental trade by the
same buyers might suggest that other factors, such as consideration
of shipping speeds, could play a sufficient role in localizing cryp-
tomarket exchanges. This current study’s findings suggest that for
monitoring and enforcement coordination purposes, data on
buyers' behavior is crucial to capture the scope and potential
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Table 4

Descriptive statistics: Purchase volumes.
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growth of cryptomarkets as an international phenomenon. There-
fore, this current study's findings provide evidence to support the
fact that more dark web activity relating to physical products is
conducted domestically than previously assumed.

The legal context is another factor that can affect domestic
shipments. For example, Van Buskirk et al. (2016a,b) discussed how
the prominence of cannabis listings on Agora could account for the
changing political and legislative framework within the US, with
some states completely legalizing cannabis, while other states have
progressively decriminalized cannabis possession and consump-
tion or legalized it for medicinal purposes. Hence, the penalty for
selling and buying cannabis and cannabis-related products on
cryptomarkets may be negligible depending on the source of origin
and the destination within the US (Hall and Weier, 2015). Jardine
and Lindner (2020) reported evidence that interest in crypto-
markets is associated with increased cannabis use in the US be-
tween 2011 and 2015, and its effect is concentrated in states with
more frequent cannabis users and in states with recreational
legalization of cannabis.

4.4. Impact of Operation Onymous

Operation Onymous > took place on November 6, 2014, and was
conducted by the FBI and EUROPOL (EUROPOL, 2017b). This study
investigated the impact of Operation Onymous by comparing
transactions before and after the operation. Three periods before
and after the operation were used: one week, two weeks, and four
weeks. Fig. 1 indicated that the transaction volume did not seem to
decrease soon after the operation, and there were limited impacts
on the overall transactions. However, in relative terms, the trans-
action volume can differ from the observed pattern and provide
implications for user migration.

Fig. 4 shows heatmaps of the mean transactions before and after
the operation, indicating that the pattern for the entire period was
observed, regardless of the cryptomarket or duration of one to four
weeks. The transaction volumes increased, regardless of the hour or
day of week, implying that there were virtually no impacts of
Operation Onymous on Agora and Evolution, even in one week. The
literature has found that the impact of police operations are limited,
as cryptomarket activity recovers very quickly (Soska and Christin,
2015). Moreover, Décary-Hétu and Giommoni (2017) showed that
the number of active dealers recovered to almost the pre-operation
level within a month.

In contrast to this temporary effect on the supply side, this
current study found no evidence of policing impact on the demand
side. Décary-Hétu and Giommoni (2017), the only study that has
focused on the demand side, found that the number of sales two
months after Operation Onymous appeared to be twice as high as
before. Sales (measured by feedback) vastly increased in the
months that followed Operation Onymous. This current study
further reveals that there were no policing impacts within one
week, suggesting that policing operations have less impact on
buyers than sellers. However, this is not distinguishable from Agora
and Evolution's continuous increase soon after Operation Onymous
from both the media effect of increased awareness and user
migration from other cryptomarkets that had been seized. News
and media reports were released immediately after the seizures,
and as this information triggered public attention, new buyers and
vendors were likely to flow into cryptomarkets. It is also likely that
the increase in the transaction volumes on Agora and Evolution
may be attributed to buyer migration from Silk Road 2.0 and other
seized markets, as shown in Hiramoto and Tsuchiya's (2020) study.

13 See EUROPOL (2014) for details.
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Fig. 6. Heatmap of mean purchase volumes.

Table 5
Mean test: Purchase volumes.

Marketplace Hour

Day of week

Test statistics p-value Observations Test statistics p-value Observations
Silk Road 809.9 (<0.001) 11328 1528.5 (<0.001) 472
Silk Road 2.0 5154 (<0.001) 8760 1431.9 (<0.001) 365
Agora 956.2 (<0.001) 15432 371.1 (<0.001) 643
Evolution 3533 (<0.001) 10200 11071 (<0.001) 425
Nucleus 400.7 (<0.001) 12912 201.2 (<0.001) 538
Abraxas 67.7 (<0.001) 7872 0.0 (<0.001) 328

Note (<0.001) indicates that p-values are less than 0.001.

However, part of these increases can be attributed to new buyers as
a result of the media attention. Soon after Operation Onymous, the
number of vendors decreased; thus, buyers on cryptomarkets may
adapt to a police crackdown by concentrating their transactions to
fewer but more trusted sellers. Due to the decreased number of
sellers and higher risks, drug prices should increase if a consider-
able number of new buyers participate. However, Décary-Hétu and
Giommoni (2017) showed that there was no evidence that prices
increased after Operation Onymous. This suggests that there was no
significant inflow of new buyers, and migrated users that may have
trusted sellers relocated from the seized markets, accounting for a
large part of the increase.

12

At the time of Operation Onymous, the largest alternative Silk
Road 2.0 marketplaces were Agora and Evolution. Agora was the
leading market, and Evolution was in second place. Wholesalers
were likely to quickly migrate to Evolution from Agora. Due to
Agora's large presence, wholesalers were cautious about being
shut down. Another concern of Agora's users was that the
marketplace had more downtime where users could not gain ac-
cess (Ladegaard, 2019). Buyers and vendors review information on
cryptomarkets and their new locations from various forums to
avoid risk and enjoy higher privacy levels and secure trading.
Evolution seems to have had a lower possibility of being seized
than Agora due to its smaller size. This suggests that there was a
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Fig. 7. Heatmap of mean purchase volumes: Before and after Operation Onymous
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(C) Four weeks before and after Operation Onymous
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large user migration from Agora to Evolution. In fact, Evolution
took the leading position over Agora among the cryptomarkets
about a month after Operation Onymous.

A typical pattern of the lifetime of a cryptomarket is summa-
rized as follows. After establishment, it remains a small market-
place where only small amounts of transactions are traded. For a
while, there are no significant changes, or a little growth at most. It
then rapidly grows due to the shutdown of other major crypto-
markets. Finally, it is seized or exits.

4.5. Robustness: purchase volume

To examine the robustness of the results, the same analysis was
conducted using purchase volumes. The reasons for purchase
among buyers may differ for the quantities purchased per trans-
action. As wholesalers may purchase large quantities per order,
their purchase volumes may be larger than those of retailers. This
results in a different pattern by the hour of day and day of week,
given the differences in not only purchase quantities but also pur-
chase timing between wholesalers and retailers. Another possibil-
ity that causes different patterns is the unit price. If wholesalers are
more willing to order international shipping, the unit price is likely
to be higher due to the larger risk for vendors. In offline dealings,
the risks taken by drug sellers—of which arrest is but one—are
thought to increase the prices of illegal drugs (Reuter and Kleiman,
1986), with sellers effectively compensating their acceptance of the
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risks by setting higher prices. To calculate the sales volume for each
transaction in terms of USD, the end-of-day Bitcoin price on the
date of transaction was used. Aggregating all transactions within a
given hour and multiplying them by the end-of-day Bitcoin price
provided the hourly sales volume for each marketplace. Daily and
weekly sales volumes were calculated by aggregating the daily
sales volumes within a given day and week, respectively.

Fig. 5 shows the time series of the hourly purchase volumes for
each marketplace, and shows a consistent picture of how each
marketplace has developed over time. Hourly purchase volumes
also show clear time series patterns. Table 4 shows the corre-
sponding descriptive statistics regarding the purchase volumes for
each marketplace. The descriptive statistics provide consistent re-
sults with those of the transaction volumes,' indicating that the
popularity of the marketplaces does not differ between the sales
volumes and transaction volumes.

Fig. 6 shows heatmaps of the mean purchase volumes, and in-
dicates that the hour-of-day and day-of-week patterns are consis-
tent with those of the transaction volumes. This suggests that the
sellers of drugs for wholesale use are likely to divide their large
volumes of purchases into smaller quantities, or divide their

4 See Hiramoto and Tsuchiya (2020) for results and a discussion on the average
expenditure per transaction. In short, the majority of average expenditures are
below USD 100, which is in line with previous studies.
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Bitcoins for payment into small values and send them many times.
This is in line with that fact that dark web users do not tend to make
large Bitcoin value transactions, as this information is publicly
available, may gain attention from the public, and could reveal in-
dividual identities. Table 5 shows that the mean purchase volumes
by hour of day and day of week are significantly different. Fig. 7
shows heatmaps of mean purchases before and after Operation
Onymous. Thus, this study can conclude that there are specific
patterns in the hours and days of week on the marketplaces which
are consistent with transaction volumes.

These findings show that the patterns in the purchase volumes
do not differ from those of the transaction volumes, suggesting that
different types of buyers (including wholesalers and retailers) place
similar orders. Wholesalers are not likely to place orders of a large
quantity in one transaction. This is also consistent with the litera-
ture, which has found that cryptomarket users are less willing to
trade internationally. Further, avoidance of international shipping
and preference for domestic dealings is likely after Operation
Onymous, suggesting that the cryptomarket ecosystem develops to
avoid risk exposure.

5. Discussion and limitations

This section discusses the implications of this study's findings
and presents the implications for monitoring and policing
cryptomarkets.

Soska and Christin (2015) argued that policing efforts of cryp-
tomarkets should be reconsidered because law enforcement sei-
zures of individual cryptomarkets are ineffective at reducing sales
across their broad ecosystem. Although international policing ef-
forts and law enforcement agencies are becoming increasingly
important, it seems that users, including buyers and vendors,
simply migrate to new marketplaces when existing ones are shut
down. This suggests that policing efforts that focus on buyers and
vendors rather than on shutting down cryptomarkets are likely to
be more effective. In particular, monitoring cryptomarket forums
and intercepting domestic shipments are likely to be effective.

As Barratt et al. (2016) suggested, users switch to personal
friends or dealers to access drugs when cryptomarkets are un-
available. By displacing cryptomarket activity with conventional
drug dealing, market-related harm including violence experienced
by drug market participants will likely increase. Similarly, the
seizure of such marketplaces along with the arrest of administra-
tors by law enforcement authorities has not proven to be an effi-
cient approach.

Finally, there are some limitations of this study. First, as it is
impossible to determine product categories, it is not feasible to
reveal which products were being purchased. This study relies on
the fact that cryptomarkets mostly account for the drug trade and
thus discusses the implications for drug trading. Second, the timing
can differ from the actual point of purchase time. For instance, the
time that buyers escrow their Bitcoins to the addresses owned by
the cryptomarkets can be different from the time that they actually
make a purchase. After an escrow, buyers in principle can make
purchases anytime they want. Third, this study's findings cannot be
automatically generalized to the newer marketplaces that emerged
after those studied herein, as these were active until the end of
2015. The patterns and characteristics of drug buyers and users may
change over time, which reflects the environments surrounding
cryptomarkets that include new anonymity-enhancing technolo-
gies that are available, offline drug businesses, and political and
legislative frameworks.
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6. Conclusion

This study measured the timings when cryptomarket trans-
actions took place via Bitcoin transactions. This study found that
cryptomarket users make relatively more transactions at night on
Mondays, Tuesdays, and Wednesdays, and fewer transactions on
Saturdays and Sundays. This indicates that the drug trade for retail
purposes accounts for a large part of the cryptomarkets. Further,
this study indicates that the policing effort known as Operation
Onymous only displaced users among these marketplaces and did
not deter their activity, even in the short term. It also suggests that
policing efforts to shut down cryptomarkets are not effective, and
doggedly arresting buyers and vendors would be effective.
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